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We present DRFCaml, an extension of OCaml’s type system that guarantees data race freedom for multi-
threaded OCaml programs while retaining backward compatibility with existing sequential OCaml code. We
build on recent work of Lorenzen et al., who extend OCaml with modes that keep track of locality, uniqueness,
and affinity. We introduce two new mode axes, contention and portability, which record whether data has
been shared or can be shared between multiple threads. Although this basic type-and-mode system has
limited expressive power by itself, it does let us express APIs for capsules, regions of memory whose access
is controlled by a unique ghost key, and reader-writer locks, which allow a thread to safely acquire partial
or full ownership of a key. We show that this allows complex data structures (which may involve aliasing
and mutable state) to be safely shared between threads. We formalize the complete system and establish its
soundness by building a semantic model of it in the Iris program logic on top of the Coq proof assistant.
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1 INTRODUCTION

A central challenge of multi-threaded programming is ensuring the absence of data races, in which
one thread accesses some shared non-atomic data while another thread is simultaneously mutating
it. Data races lead programs to behave in ways that are unexpected, difficult to explain, or (in
languages like C/C++) completely undefined. Consequently, there has been a great deal of work
on static prevention of data races. Among the most promising techniques is that of the Rust
programming language, which employs a substructural (or “ownership-based”) type system to
guarantee absence of data races at compile time. In particular, it uses ownership to enforce the
discipline of aliasing XOR mutability (or AXM): data can be aliased (i.e., have multiple references to
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it) or it can be mutable, but it cannot be both at the same time. This discipline in turn ensures that
if two threads can access some shared data at the same time, then neither can have mutable access
to it, thus ruling out the possibility of data races.

The increasing industry adoption of Rust is remarkable: it demonstrates the power and flexibility
of substructural/ownership type systems, and is the most widely deployed example of such a system
in practice. However, its success also comes at a cost [11, 1]: the Rust programmer must think
about ownership of data at a fine granularity, and take care of how it evolves (flow-sensitively)
throughout the program. This cost is arguably unavoidable and even desirable in the context of low-
level systems programming with manual memory management, since the same AXM discipline that
Rust uses to prevent data races also helps to prevent other dangerous anomalies (such as memory
safety violations) which have long plagued C/C++ programs. But in the context of higher-level
programming languages with automatic memory management, programmers are accustomed to
much simpler and less restrictive type systems than Rust’s—type systems which permit arbitrary
aliasing of mutable data structures without sacrificing safety. Having to adhere to Rust’s AXM
discipline throughout one’s program may seem a steep price to pay just for data race freedom.

In much the same spirit as recent work by Xu et al. [30], we therefore ask: is it possible to
guarantee absence of data races in a high-level programming language without giving up on the
“comfort” of its type system? More concretely, can we incorporate some of Rust’s core ideas into an
existing, high-level, garbage-collected programming language in such a way that

(1) the design is backward-compatible with the existing language, i.e., legacy sequential code
continues to type-check and function as is, but

(2) when writing multi-threaded programs, to ensure the absence of data races, one can employ
a lightweight form of ownership tracking when needed, in a “pay as you go” manner?

1.1 DRFCaml

In this paper, we explore the above question in the context of OCaml 5, the recent release of OCaml
supporting multi-threading. As in Java, data races in OCaml have well-defined semantics [25],
but may result in surprising (and incorrect!) behaviors.! To avoid these bugs, the programmer is
responsible for ensuring that programs are well-synchronized. However, as it stands, OCaml offers
no help to the programmer in checking that they have done so.

We propose DRFCaml, a type system extending OCaml’s in order to guarantee data race freedom
for multi-threaded OCaml programs while remaining backward compatible with existing OCaml
code. DRFCaml takes as its starting point recent work by Lorenzen et al. [21], which extends
OCaml’s type system with modes for tracking locality, uniqueness, and affinity of data. Lorenzen et
al. use these modes to safely support stack allocation, memory reuse, and a syntactically scoped
form of Rust-style “borrowing” for code that wishes to use these features, without requiring changes
to existing OCaml code. Their type system has been implemented and deployed at Jane Street,
where it has been widely adopted [21]. This suggests that their approach to mode inference is
backward-compatible with a large legacy code base. However, their system focuses on the sequential
fragment of OCaml.

DRFCaml extends Lorenzen et al’s mode system with additional mode axes for safe concurrent
programming, which we call contention and portability. The contention axis tracks how data can be
safely accessed in the presence of multi-threading: immutable data is always safe to access, but
mutable data can be accessed safely only if it is uncontended, i.e., guaranteed not to be accessed
simultaneously from another thread. The portability axis tracks whether values are safe to be

The fact that Java and OCaml have weak memory models increases the range of surprising behaviors that can be caused
by data races. However, it is usually desirable to detect and rule out data races, under any memory model.
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Data Race Freedom a la Mode 3

let tbl = RwHashtbl.create () in
(* tbl is contended and can thus be used in a portable closure x)

let t1 = Thread.create (fun () -> RwHashtbl.add tbl 1 "stringl") () in
let t2 = Thread.create (fun () -> RwHashtbl.add tbl 2 "string2";
assert(RwHashtbl.find tbl 2 = "string2")) () in ...

Fig. 1. A simple example client of RwHashtbl

shared between threads, the most interesting case being closures: a closure is portable (safe to share
between threads) so long as it does not capture any uncontended references in its environment, as
such capture would indirectly cause those references to become contended.

The contention and portability modes work jointly to enforce a variant of Rust’s AXM discipline:
uncontended data can be mutated freely; but once data is shared between threads, it can no longer
be mutated. As in Rust, this discipline guarantees data race freedom, but it comes at the expense of
disallowing any sharing of mutable state across threads—a significant restriction, since some form
of shared mutable state is needed to implement communication between threads. Fortunately—also
as in Rust—the basic discipline can be safely relaxed by extending the core type system of DRFCaml
via APIs with interior mutability, i.e., APIs which allow shared data to be mutated in a carefully
controlled manner, ensuring that sufficient synchronization is used to avoid data races.

1.2 Modal APIs with Interior Mutability: Capsules and Reader-Writer Locks

In this paper, in addition to presenting the modal type system of DRFCaml, we show how to
extend its power with several interior-mutable APIs. We demonstrate the utility of these APIs on
a representative example: we take a sequential hash table, written in vanilla OCaml, and make
it thread-safe (that is, safely shareable between several threads) by protecting access to it with a
reader-writer lock, and adding a few annotations on function signatures and reference allocations.
Concretely, we present two APIs:

Capsules enable uncontended data—with arbitrary internal aliasing—to be safely shared between
threads through the use of a ghost key (or “capability”, a zero-sized value used to enforce
synchronization) whose ownership is statically tracked by the type system. If a thread has
unique ownership of the key, it can mutate the shared data stored in the capsule. If a thread
merely possesses an aliased key, it can obtain only read access to the shared data. Capsules
are inspired by the Ghostcell API proposed for Rust [31] (see §7 for a comparison).

Reader-writer locks synchronize access to a resource (such as a key) using standard concurrency
primitives (e.g., compare-and-swap) under the hood. In particular, we use reader-writer
locks to safely transfer unique or shared ownership of a key between threads.

With the above APIs in hand, we can take, for example, Hashtbl, a pre-existing sequential
implementation of a hash table data type in OCaml, and transform it into a thread-safe version,
RwHashtbl. Fig. 1 shows a client of the thread-safe RwHashtbl. It creates a hash table, forks two threads,
and uses the operations of RwHashtbl to safely perform concurrent reads and writes to the hash table
without fear of data races. Crucially: (1) the implementation of RwHashtbl can reuse the original
sequential implementation of Hashtbl essentially as is (modulo annotations on reference allocations),
and (2) the client of RwHashtbl need not know anything about DRFCaml’s mode system except for the
fact that the type RwHashtbl.t is contended and portable (meaning that all the operations accept and
produce contended and portable values of type RwHashtbl.t), so that hash tables can be safely shared
across threads. (The implementer of RwHashtb1, on the other hand, must have a deeper understanding
of modes.)
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As the Capsule and Reader-Writer Lock APIs fundamentally extend the power of the core
DRFCaml type system, their implementations require the use of unsafe escape hatches, such as
OCaml’s obj.magic, and unsafe mode casts. To establish that these APIs are nonetheless safe and
do not allow data races, we employ a now-standard approach: we build a semantic model of the
DRFCaml type system in the Iris separation logic [19], and use this model to establish semantic
soundness of the typing rules of DRFCaml along with the Capsule and Reader-Writer Lock APIs. This
“logical approach to type soundness”, exemplified by the work on RustBelt [18] and documented in
a pedagogical fashion by Timany et al. [26], provides a solid foundation for DRFCaml, and lets us
imagine that its basic design can be extended with other useful APIs in the future.

1.3 Contributions
In summary, we make the following contributions:

e We present DRFCaml, an extension of a core subset of OCaml that uses modes to statically
rule out data races without sacrificing backward compatibility or automatic memory man-
agement. Because we build directly on the modal framework of Lorenzen et al. [21], we
believe that a design based on DRFCaml has the potential to be deployed at scale in the
near future.

e We present a modal API for capsules, which allows mutable data—constructed in vanilla
OCaml with no tracking of aliasing—to be safely shared between threads by protecting it
with a key. We also present a modal API for reader-writer locks, which enables ownership of
keys to be properly synchronized between threads.

o We illustrate the power of these APIs, by showing how to use them to convert a sequential
OCaml hash table into a thread-safe one with minimal effort.

e We formalize the static and dynamic semantics of DRFCaml and the aforementioned APIs
in Coq, and build a semantic model in Coq/Iris in order to verify the soundness of the entire
system. All results in this paper have been mechanized in Coq (see supplementary material).

The rest of the paper is structured as follows. In §2, we give a tour of DRFCaml, as well as the
Capsule and Reader-Writer Lock APIs, by example. In §3 and §4, we present formal details of
DRFCaml and its type system. In §5 and §6, we discuss the proof of semantic soundness of the type
system and the two APIs. Finally, in §7, we provide an extensive comparison with related work.

2 ATOUR OF MODAL PROGRAMMING IN DRFCAML

In DRFCaml, a mode is a tuple of several pieces of information. Each component of this tuple
concerns a specific aspect, or axis. For instance, on the locality axis, a tuple component can be either
local or global; on the uniqueness axis, a tuple component can be either unique or aliased; and
so on. In this section, we recall the three axes introduced in previous work by Lorenzen et al. [21],
namely locality (§2.1), uniqueness, and affinity (§2.2). We recall that the effect of a mode is deep but
can be stopped by an explicit modality (§2.3). Then, we reach the contributions of this paper. To
forbid data races, we introduce two new axes, namely contention and portability (§2.4). We point
out that all legacy (sequential) OCaml code remains well-typed (§2.5), and describe the mode at
which all legacy OCaml code type checks: the legacy mode. Next, we discuss the interaction of
modes and mutable references (§2.6). Then, we propose two original APIs, namely the Capsule API
(§2.7) and the Reader-Writer Lock API (§2.8), which allow multiple threads to safely access shared
mutable data structures. These APIs have special status: although the type of each operation can be
expressed using our type-and-mode system, the implementations of these operations do not satisfy
the strict rules imposed by our type-and-mode checker. Thus, to prove that these APIs are safe, we
must verify that these implementations are semantically well-typed. This is the topic of §5 and §6.
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Data Race Freedom a la Mode 5

2.1 Locality Axis

The locality axis allows users to express the lifetime of a value. A mode, projected onto this axis, is
either local or global. The lifetime of a local value is restricted to the current region.? A global
value, on the other hand, has indefinite (permanent) lifetime. Legacy OCaml values behave like
global values. As such, the legacy mode will be global in the locality axis (see §2.5). This means
that if no annotation is given, a value is considered global by default.

The distinction between local and global is coarse-grained. Our system is less expressive than
Rust’s, which allows the lifetime of a value to be tied to a specific region (not just the current region)
via so-called lifetime variables. Our approach makes our system a simple, non-intrusive addition to
the OCaml type system. While Lorenzen et al. [21] describe how this facility allows stack allocation
of local values, our interest is that this axis allows granting temporary access to a value. For example,
consider the following program fragment:

(* Suppose f : int ref @ local -> unit x)
let x : int ref = ref 1 in let y : int ref = ref 2 in
f x; x 1= 42; fy; assert (!x = 42)

Here, the unknown function f takes an integer reference as a parameter, and returns nothing. In the
type of f, this parameter is annotated with local. This means that f promises to treat its parameter
as a value whose lifetime is limited to this invocation of f. In other words, f promises not to retain
access to this parameter after it returns, for example by storing it to a location that survives the
function call. In this example, thanks to this promise, one can reason that, once the call f x ends,
f has lost access to x, so the call f y cannot affect x. Therefore, the final assert statement must
succeed.

The locality feature both powers optimizations, such as stack allocation, and also helps to reason
about programs. In fact, locality plays a crucial role in our system, and is exploited in the Capsule
and Reader-Writer Lock APIs (§2.7 and 2.8).

Let us now offer two concrete examples where a function f accepts a local parameter and
attempts to let it escape. In these examples, we assume that t is an arbitrary type; t could be, say,
int ref, but its definition is irrelevant. Here is the first example:

let sm @ global : t ref = ref (...)
let f : t @ local -> unit = fun x -> sm := x
Error: value escapes its region *

In this example, f attempts to store the value x, which it has received as a local parameter, into the
global reference sm. Since sm has a permanent lifetime, such a store would allow x to outlive this
invocation of f. Thus, the type system forbids the store instruction sm := x.

The next example displays a slightly more subtle violation of the type discipline:

let sm @ global : (unit -> t) ref = ...
let f : t @ local -> unit = fun x -> sm := (fun () -> x)
Error: value escapes its region *

In this example, f tries to smuggle x through a closure: that is, it attempts to store a closure, which
captures the value x, into the global reference sm. To prevent this, the type system imposes
a restriction on closures: a closure that captures a local variable must itself be local. As a result,
the store instruction is again forbidden.

2In short, each function body forms a region. For more details, see Lorenzen et al. [21, §6.2, §6.3].
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2.2 Uniqueness and Affinity Axes

The uniqueness axis supports a form of ownership reasoning. Lorenzen et al. use uniqueness to
achieve memory reuse and allow in-place updates. We need uniqueness for a different reason: our
Capsule API (§2.7) introduces a notion of keys, which serve as capabilities to access a data structure.
These keys must be unique.

A unique value is a value that has not been duplicated in the past, so the copy that we have is
the unique copy. In particular, if this value is a pointer, then we have unique access to—or ownership
of—the data structure at this address. aliased® is the negation of unique: an aliased value may
have been duplicated in the past; there may exist several copies of it, so we cannot assume that
we have unique access. If no annotation is given, a value is considered aliased. This will be the
default for all legacy OCaml values.

It is worth noting that uniqueness is not required in order to mutate a reference. Unlike Rust,
we do not enforce an AXM discipline. In fact, our goal is precisely to allow a reference to become
aliased, since this enables us to type-check legacy OCaml code. Instead, we use uniqueness to
characterize a value as a capability. For example, consider this program fragment:

(* Suppose delete : key @ unique -> unit x)
let x @ unique : key = ... in delete x; delete x
Error: x cannot be treated as unique *

The function delete expects a key, and returns nothing. Because the key is marked unique, it is
consumed by delete. Thus, the second call to delete is illegal.

The uniqueness axis provides information about the past: it tells us whether a value has been
duplicated. It does not forbid duplicating this value in the future. For example, if x is passed to a
function that expects an aliased key, x may be (implicitly) downgraded from unique to aliased
via submoding, and can no longer be used as a capability. Limiting future use of a value is the role
of the affinity axis. Along this axis, once indicates that a value must be used at most once, whereas
many allows a value to be used as many times as one wishes. The uniqueness and affinity axes
interact via a simple rule: a closure that captures a unique variable must be once. To see why this
rule is necessary, consider the following program:

(* Suppose delete : key @ unique -> unit x)

let x @ unique : key = ... in

let f = (fun () -> delete x) in List.iter f 1
Error: f cannot be used multiple times *

Each call to f() causes a call to delete x. We have just explained that, because the key x is unique,
calling delete x twice in succession is disallowed. Thus, the function f must not be called twice: it
must be once. In the above example, List.iter may call f several times, so it requires f to be many.
As a result, this example is ill-typed.

We end this subsection with a remark on borrowing. While a unique value can be downgraded
to an aliased one, this change cannot be undone: modes can only be weakened. This is a severe
restriction: if one wishes to use a unique value several times, then its uniqueness must be given up
and cannot be recovered. To alleviate this limitation, Lorenzen et al. [21] use a form of borrowing,
a construct that transforms a possibly unique value v into an aliased and local value during the
execution of a subexpression e, and thereafter reestablishes the original mode of this value. Their
notion of borrowing is simpler but more restricted than Rust’s, due to the coarse-grained nature of
locality.

3In previous work [21], aliased was named shared. In this paper, though, we reserve the name shared for a different
purpose (§2.4).
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Data Race Freedom a la Mode 7

2.3 Deep Modes and Modalities

So far, we have illustrated the meaning of modes by examining simple “atomic” values, such as an
integer reference. New questions arise when one wishes to work with composite values, such as
tuples. For instance, consider the following program:

let f : int ref @ aliased -> int ref @ unique -> int ref * int ref @ ?
= fun x y -> (x, y)

The function f expects an aliased parameter x and a unique parameter y and returns the pair
(%, y). The question is: what mode should this pair carry?

By convention [21, §2.1], modes are deep. That is, mode annotations take effect in depth: if a tuple
has mode m then it is understood that each component has mode m as well. Thus, in the above
example, the question mark cannot be replaced with unique: that would require converting x from
aliased to unique, which is forbidden. The question mark can be replaced with aliased, as it is
safe to convert y from unique to aliased. However, doing so would cause a loss of information:
the uniqueness of y would be forgotten. To circumvent this limitation, a type can be decorated
with a mode: the type 'a @@ m denotes a value of type 'a at mode m. This construct is known as
a modality.* Taking advantage of this feature, in the previous example, one can treat the pair as
unique, yet with the caveat that its first component is aliased. The return type and mode of f are
then ((int ref @e aliased) * int ref) @ unique.

2.4 Contention and Portability Axes

We now reach the first contribution of this paper: we introduce two new axes, namely contention
and portability, whose purpose is to keep track of (and to restrict) the way in which mutable data is
shared between threads (immutable data can never cause a data race, and is thus unaffected by
these axes).

Many previous type systems and program logics (such as Rust and Concurrent Separation Logic
with fractional points-to assertions) prevent data races by ensuring that a value is never at the
same time mutable and aliased. However, because we want all legacy (sequential) OCaml code to
be well-typed, we do not wish to impose such a strong restriction.

Thus, we introduce a new axis, contention, with the following three modes and submoding
relation: uncontended < shared < contended. In short, a value is uncontended if mutable
fields within this value are accessible for reading and writing by the current thread (and inaccessible
to other threads), shared if mutable fields within this value are accessible only for reading by the
current thread (and possibly accessible for reading to other threads as well), and contended if
mutable fields within this value are not accessible at all to the current thread.

A reference can be written only if it is uncontended, and can be read only if it is shared
or uncontended. For example, the following program is ill-typed, as it attempts to update a
contended reference:

let f : int ref @ contended -> unit = fun x -> x := 42
Error: potential data race ©

While the contention axis is on the one hand prescriptive (it restricts future read and write
accesses), it is also descriptive: it expresses information about the past, namely whether a value
has been transmitted to other threads. It is natural (and in fact necessary) to introduce a dual axis,
portability, which determines whether a value may be transmitted to another thread in the future.

4Not every mode has a corresponding modality: for instance, the modality 'a @@ aliased exists, but the modality 'a @@
unique does not. For further details, see §4.
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contended
local once aliased nonportable Vi
VI VI VI VI shared
global many unique portable Vi
uncontended
Locality Affinity Uniqueness Portability Contention

Fig. 2. The full collection of modes

Along this axis, we introduce two points: a portable value can safely be transmitted to another
thread; a nonportable value cannot. The submoding relation is portable < nonportable.

The contention and portability axes interact through the following rule: if a closure captures
an uncontended or shared value, then this closure must be nonportable. In the case of an
uncontended value, it is easy to see why this rule is necessary: if a closure has read-write access
to a mutable value then allowing this closure to be invoked by multiple threads would cause a data
race. In the case of a shared value, the reason is more subtle; we come back to this point shortly.

As a result of this rule, the following program is ill-typed. Because the reference x is declared
uncontended, the function f must be nonportable. Because f is nonportable, invoking f in a
new thread is forbidden.

let x @ uncontended : int ref = ref 42 in
let f @ nonportable : unit -> int = fun _ -> !x in
Thread.create f ()

~ Error: can't cross threads

If x was instead declared contended then f could be portable, but it would then be impossible
to use the reference x, thus still rejecting the program.

We now come back to the question: why cannot a portable closure refer to a shared variable
After all, one might think that multiple threads can safely read from the same reference. The reason
is illustrated by this example, which must be rejected:

let x @ uncontended : int ref = ref 42 in
let y @ shared = x in
Thread.create (fun () -> ly) ()

~ Error: can't cross threads

Here, an uncontended reference x is copied under the name y, and y is weakened to shared. As a
result, even though access to y is restricted in the child thread, the parent thread might still write
to this reference under the name x, causing a data race. An alternative solution would be to allow
downgrading uncontended to shared only if the reference is unique; then, in the above example,
an error would be detected at the second line. We do not pursue this approach because it would
complicate the submoding relation.

Thus, re-iterating what has been said above, portable closures are seriously restricted: they
cannot have any access to mutable references from their environment. In §2.7 and 2.8, we will
show how to work around this limitation by placing mutable data structures inside capsules.
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Data Race Freedom a la Mode 9

2.5 Summary of Modes; the Legacy Mode

Fig. 2 offers a summary of all modes, organized along our five axes. In each axis, modes are organized
vertically along the submoding relation (<): the strongest mode appears at the bottom, while the
weakest mode appears at the top. For instance, in the “locality” axis, the submoding relation is
global < local, because a global value can safely be viewed as local (this restricts its lifetime),
whereas a local value cannot be viewed as global (that would allow it to escape its scope).

The oriented edges depict the implications that connect distinct axes. Between uniqueness and
affinity, we have the following implication: “a closure that captures a unique variable must be
once”; therefore, in the contrapositive form, “the free variables of a many closure must be aliased”.
Between contention and portability, the implications are: “a closure that captures an uncontended
or shared variable must be nonportable” and “the free variables of a portable closure must be
contended”.

Along each axis, we have shown only the points that exist on this axis. A mode is a 5-tuple of
one point along each axis. Naturally, we do not require users to systematically annotate their code
with 5-tuples; that would be heavy. Instead, along each axis, we fix a default point, and we allow a
component of a 5-tuple to be omitted when it is the default point along its axis.

We choose the default points in such a way that the 5-tuple of the five default points is the legacy
mode, that is, the mode at which all legacy OCaml code’ can be type-checked. The legacy mode is
defined as follows: legacy = (global, many, aliased, nonportable, uncontended).

The mode annotation “.” denotes the legacy mode. Furthermore, we use the following syntactic
sugar: if the declaration of a type t is followed by, for example, default portable contended then,
for values of this type only, the default points on their respective axes become portable and
contended. This convention is used in the Capsule and Reader-Writer Lock APIs (Figures 3 and 4).

2.6 Modes and References

Let us now outline more precisely how modes and mutable references interact. This aspect is entirely
new: the type system of Lorenzen et al. [21] did not include mutable references at all. References
can also be used to model OCaml’s mutable fields. Two questions arise: what restrictions do modes
impose on references? And what is the relation between the mode of a reference and the mode of
its content?

Our answer to the first question is guided by soundness constraints. As we have seen earlier
in §2.4, the contention axis restricts the ways in which a reference may be used: a uncontended
reference can read and written, and a contended reference cannot be used at all. The other axes
do not restrict when references can be used.

Our answer to the second question is guided mainly by ergonomic considerations. References
must be backwards compatible, that is, the value stored inside of a reference at legacy mode must
itself be at legacy mode. However, we want a somewhat more flexible design. For example, we
want to be able to track the portability of values inside of references. This comes up when storing
closures in references, and even more so when we discuss the Capsule API (§2.7). In particular, the
latter use case requires the portability of a reference to match the portability of its content. That is,
while nonportable references can contain nonportable values (and, thanks to modalities or to
mode weakening, also portable values), we wish to restrict portable references to contain only
portable values.

>0Caml up to version 4.x offers a limited form of concurrency, where only one OCaml thread and several C threads can run
concurrently; the main application of this feature is asynchronous input/output. True shared-memory concurrency was
introduced in OCaml 5. By “legacy code”, we refer to the existing body of sequential OCaml code.
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module Key : sig

type 'k t default portable contended (* the abstract type of keys x)
type packed = Key : 'k t -> packed (* an existential type of keys *)
val create : unit -> packed @ unique (* key & capsule creation x)

end

module Data : sig
type ('a,'k) t default portable contended (+ data of type 'a protected by key 'k x)

val create :
(unit @ . -> 'a @ .) @ local once portable ->
(‘a, 'k) te.

val destroy :
'k Key.t @ unique ->
(‘a, 'k) t@. ->
'‘a @ .
val both :
(‘a, 'k) t@. ->('b, 'k) t@. ->('ax"'b, 'k) te.
val map :
'k Key.t @ unique ->
(‘fa@. ->"'b@.) @ local once portable ->
(‘a, 'k) te . ->
'k Key.t * ('b, 'k) t @@ aliased @ unique
val extract :
'k Key.t @ unique ->
(‘a@. =->"'b @ portable contended) @ local once portable ->
(‘a, 'k) t@. ->
'k Key.t * 'b @@ aliased @ unique portable contended
val map_shared :
'k Key.t @ local ->
('a @ portable shared -> 'b @ .) @ once portable ->
('a @@ portable, 'k) t @ . ->
('b, 'k) t@.
val extract_shared :
'k Key.t @ local ->
('a @ portable shared -> 'b @ portable contended) @ once portable ->
('a @@ portable, 'k) te@ . ->
'b @ portable contended
end

Fig. 3. The Capsule API

A naive implementation of this would be to let the mode of the reference itself serve also as
the mode of the content. This is unfortunately unsound, because mode weakening, applied to the
reference, would then also apply to its content. That would effectively give us covariant references,
which are unsound.

Instead, we introduce two separate types of references, namely nonportable and portable
references. The annotation carried by a reference’s type determines the portability of its content.

Our typing rules for references are formally presented in §4.4. There, we also describe atomic
references, which our type system also supports.

2.7 The Capsule API

We now reach a second key contribution of this paper, namely the Capsule API. The type system
presented so far does not allow accessing mutable data from multiple threads at all, since contended
references are inaccessible. This API allows a value (or, more generally, a data structure) to become
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Data Race Freedom a la Mode 1

protected by a unique key. Unique ownership of the key enables mutation of the contents of the
capsule without fear of data races: if the key becomes aliased, then the contents of the capsule
become read-only.

The Capsule API is presented in its entirety in Fig. 3. It consists of two modules, Key and bata.
These modules declare two abstract types, 'k Key.t and ('a, 'k) Data.t.

o A value of type 'k Key.t is a key. At runtime, such a value is irrelevant; it is a unit value. At
type-checking time, the type variable 'k serves as a type-level name for this key. The type
Key.packed, an existential type, hides the name 'k.

e A value of type ('a, 'k) Data.t represents encapsulated data of type 'a that is protected
by the key 'k. This type does not involve an indirection: a value of type (*a, 'k) Data.t is
represented at runtime in the same way as a value of type ‘a.

In summary, a capsule is a conceptual boundary, and there is a one-to-one correspondence between
keys and capsules: the capsule associated with a key 'k is just the collection of all encapsulated
data that are protected by this key.

By default, the types 'k Key.t and (*a, 'k) Data.t are portable and contended. In other words,
keys and encapsulated data are safe to share and access across multiple threads. This makes sense,
given that ensuring thread safety is the entire raison d’étre of capsules!

The function Key. create creates a fresh key, whose type and mode are Key.packed @ unique. Open-
ing this existential package gives rise to a fresh, abstract key name 'k; then, the new key has
type and mode 'k Key.t @ unique. Because there is a one-to-one correspondence between keys and
capsules, one can think of Key.create as also creating a new capsule, which is initially empty and is
associated with the key k.

A capsule is populated by applying Data.create to a constructor function f of type unit -> 'a.
The result of this function, a value of type 'a, becomes protected by the key 'k: in other words, it
becomes encapsulated by the capsule. As a witness for this fact, bata.create returns the same value
at type ('a, 'k) Data.t. A capsule may be populated in several steps: Data.create can be applied
several times to the same type-level key 'k.

Crucially, the constructor function f that is passed to Data.create must be portable.® This
guarantees that f cannot access any pre-existing mutable data (§2.4). So, if f returns a mutable data
structure, then this data structure must be freshly allocated. In other words, the data that enters
the capsule must be “self-contained”. The purpose of this restriction is to ensure that any mutable
data entering the capsule is properly encapsulated by it (i.e., only accessible via the capsule)—were
this not so, an external alias of the capsule’s mutable data could be used to incur a data race.

The Capsule API offers several ways to access and mutate a capsule: (1) Data.destroy (2) Data.map,
and (3) pata.extract require a unique key, while (4) pata.map_shared and (5) Data.extract_shared
do not. Therefore, the last two functions can be applied to an aliased key. Two elements of the
same capsule can be accessed simultaneously by joining them using bata.both.

A unique key grants full (read-write) access to the data inside a capsule. In Data.destroy, the key
and capsule are destroyed, and the data in the capsule is converted back to its original type 'a. In
Data.map and Data.extract, the data in the capsule is temporarily made accessible to a user-supplied
function f whose OCaml type is 'a -> 'b. This function must be portable, guaranteeing that it
does not have access to any mutable state (beside its argument of type 'a) and thus cannot leak its
argument.

The constructor function is also marked local and once, which means that Data. create promises to not leak this function
and to invoke it at most once.
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(1) In pata.map, the function f : 'a -> 'b is applied to the data in the capsule, and its result
enters the capsule, so a value of type ('b, 'k) Data.t is eventually returned, together with
the key, which is still unique.

(2) In pata.extract, the function f : 'a -> 'bis applied to the data in the capsule, and its result
leaves the capsule, so a value of type 'b is returned together with the unique key. Unlike
for pata.map, the result of f here must be portable; this prevents f from returning a closure
whose environment contains pointers to mutable capsule data, which could subsequently
lead to a data race if that closure were applied. The value of type 'b that is eventually
returned by Data.extract is therefore also portable, and must be viewed by the caller of
Data.extract as contended, so that any mutable capsule data that might be exposed through
this value cannot be accessed by the caller.

In contrast with a unique key, an aliased key grants only read access to the data inside a cap-
sule. Thus, in Data.map_shared and Data.extract_shared, which accept an aliased key, the function f
receives read-only access to the data of type 'a. This is expressed via a new mode, shared, which
lies between uncontended and contended on the contention axis (Fig. 2). Like uncontended
references, shared references can be read. Like contended references, they cannot be written. In
Data.map_shared and Data.extract_shared, because the data can be read by several threads concur-
rently, we must require it to be portable. This is expressed by requiring the encapsulated data to
have type ('a @e portable, 'k) t./

A critical point about both Data.map_shared and Data.extract_shared is that they can only be
applied to a local key. Thus, they promise to merely temporarily borrow this aliased key. As we
will see in the next section, this is essential to ensure that the temporary nature of the read-only
access granted by a reader-writer lock is respected.

As with Data.map, Data.map_shared only accepts portable callback functions. As a result, it is not
possible to simultaneously access the shared parts of two different capsules. Indeed, it is generally
unsound to hold any combination of uncontended and shared references to two different capsules
at once. For example, consider the following snippet:

let d3 = Data.extract_shared keyl (fun a => Data.map_shared key2? (fun b => a @@ shared) d2) dl
Error: this value is contended but expected to be shared *

Here, a value (e.g., a reference) a from the capsule d1 (governed by key1) becomes aliased by another
capsule (the result d3, governed by key2). This could subsequently lead to a data race because one
could use keyl to mutably access d1 while d3 is concurrently being accessed via key2. Thus, it is
important that the above code is disallowed, which it is: the innermost portable closure cannot
refer to the value a as shared, only as contended.

2.8 The Reader-Writer Lock API

We have seen how capsules associate data structures to keys, and how both unique and aliased
keys are used to safely mediate concurrent access to the data within the capsules. However, we
have yet to see how the keys themselves are shared across threads. In this section, we present a
Reader-Writer Lock API, which we can use to safely share access to keys.

Fig. 4 presents a Reader-Writer Lock API designed specifically for keys. The Reader-Writer Lock
is a typical many-readers single-writer lock: only one thread may gain unique access to the key

"This requirement can be a bit inconvenient, as it implies that the user must plan ahead and place a @@ portable modality
at the root of the data. In the future, this inconvenience might be relieved, to some extent, by allowing this modality to
commute with other type constructors.
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Data Race Freedom a la Mode

module RwKeylLock : sig
type 'k t default portable contended

val create :
'k Capsule.Key.t @ unique ->
'k t@.

val unique_protect :
'kte. ->
('k Capsule.Key.t @ unique -> ('k Capsule.Key.t * 'b) @ unique portable contended)

@ once portable ->

'b @ unique portable contended

val shared_protect :
'‘kta@. ->
('k Capsule.Key.t @ local -> 'b @ portable contended) @ once portable ->
'b @ portable contended

end

Fig. 4. The Reader-Writer Lock API

module RwHashtbl = struct
type t = Table :
{ table : (((int, string) Hashtbl.t) @@ portable, 'k) Capsule.Data.t;
lock : 'k RwKeyLock.t } -> t
default portable contended

let create () : t =
let key = Capsule.Key.create () in
let table = Capsule.Data.create (fun () -> box (Hashtbl.create ()) in
let lock = RwKeyLock.create key in
Table { table; lock }

let add (Table { table; lock }) (k : int) (v : string) : unit =
RwKeyLock.unique_protect lock (fun key ->
unbox (Capsule.Data.extract key (fun table -> Hashtbl.add (unbox table) k v) table))

let find (Table { table; lock }) (k : int) : string =
RwKeyLock.shared_protect lock (fun key ->
Capsule.Data.extract_shared key (fun table -> Hashtbl.find table k) table)
end

Fig. 5. A thread-safe hash table. We omit legacy @ . mode annotations.

(via unique_protect), whereas multiple threads may concurrently gain aliased access to the key (via

shared_protect).

The readers gain only local access to the key: this ensures that the key is not captured and stored

for later use, outside the callback function of shared_protect.

To display the versatility of the Capsule and Reader-Writer Lock APIs, we present a simple client

that uses capsules to share hash tables across threads (Fig. 5). This client implements a module for

concurrent hash tables, where hash tables are encapsulated in a capsule, and reader-writer locks

are used to grant access to the associated key. A new key is created upon allocation; then, the hash

table constructor is called within a capsule, which requires Hashtbl.create to be portable. Since
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we allow many readers to call RwHashtable.find, the hash table itself must be portable as well, and
Hashtbl.find must accept a shared argument.

These stronger mode requirements mean that we cannot reuse OCaml’s existing Hashtbl module
completely as is (as the legacy mode is too weak). But we also do not have to change its imple-
mentation in any substantive way—we merely have to annotate it to indicate: (1) that many of its
functions (including Hashtbl.create) are in fact portable; (2) that Hashtbl.find is well-typed with a
shared argument (because it only reads from its argument); and (3) that the references it uses in
the definition of the data type Hashtbl.t should be portable, so that Hashtbl.t is portable.

Finally, the key is protected by a reader-writer lock. Subsequent operations over the hash table
are then performed via the reader-writer lock operations RwKeyLock.unique_protect and RwKeyLock.
shared_protect. In both cases, note that the operation passed to the RwkeyLock is handled via closures
around the hash table capsules. These closures are portable since the capsules are themselves
contended and portable. The above example is type-checked in our modal type system, and
allows safe concurrent access to OCaml’s existing hash tables.

2.9 Limitations of the Capsule API

While capsules can be used to build thread-safe versions of many data types, they are not a panacea.
In particular, consider modules that use static mutable state—i.e., mutable state that is “hidden” in
the sense that it is not part of the representation of the abstract data type, but is instead implicitly
shared between the operations of the module via the environments of their closures. A public
operation that has access to this “static” state cannot be portable, and therefore cannot be invoked
by the callbacks that are passed to the capsule and reader-writer lock operations. This limitation is
fundamental and intentional: a module with static mutable state could actually cause data races if
its operations were invoked concurrently!

Another unavoidable limitation is the need to annotate existing OCaml libraries with portable
and shared modes, as we saw with the Hashtbl module. While this limitation is mostly a matter
of adding annotations to module signatures and relevant reference allocations, it may still be a
challenge to consider all uses of each function in a module signature, where one might need multiple
versions of the same signature for each mode use case. We believe this limitation can likely be
overcome by introducing a notion of mode polymorphism.

Finally, there are other limitations of capsules that we believe are not fundamental and could be
lifted in future work. We foresee the following improvements to the Capsule API:

e We believe an operation Data.project_shared : 'k Key.t @ . -> ('a @@ portable, 'k) t @ .
-> 'a @ portable shared would be sound. It would enable a shared alias to be extracted from
encapsulated data, given a global and aliased key.

e The operations Data.map_shared and Data.extract_shared require callbacks that are global
instead of local, as opposed to the other functions on bata. We think that they can, in fact,
also be local, thus allowing the callbacks to reuse the same key, or even a different local
and aliased one, to another capsule in a nested call to Data.x_shared.

e Similarly, we believe that the callback arguments in the Reader-Writer Lock API could also
be local, which would reap similar benefits as above. To be more concrete, it would allow
programs such as the following, which is currently rejected:

RwKeyLock.shared_protect lockl
(fun keyl => RwKeylLock.shared_protect lock2
(fun key2 => let x = Capsule.Data.extract key2 funl in
let y = Capsule.Data.extract keyl fun2 in ...))
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I € Locality z= local | global
o € Affinity z= once | many € Threadld f€loc 1€Fid nelN
u € Uniqueness == aliased | unique a € Addr == ¢ | (m,n)
p € Portability := nonportable | portable ® € Order := NA(, | AT
¢ € Contention == contended | shared | st € LockSt == WR | Ry
uncontended
m € Mode 2 Locality x Affinity X Uniqueness X Portability x Contention
v € Value = () | z| true | false | a | A9 fx,e | (v,0) | inl(v) | inr(o)
e € Expression :=
v | x| letx:=eine | (e;e) | Alfx,e | e(e) | ifetheneelsee | e®e | ®(e) |
case e {inl x — e;inrx — e} | inl(e) | inr(e) | (e,e) | unpaireas (x,y)ine |
alloc! |19e | e —“ ¢ | cmpXchg(e,e,e) | xchg(e,e) | faa(e,e) | fork(e) |

borrow x ;== efory:=eine | box(e) | unbox(e) | region(e) | end"(e)

Fig. 6. DRFCamlLang syntax

In the current version of the API, Since key1 is local, it can’t be used in the innermost
global closure.

3 DRFCAMLLANG

In §2 we presented the modes through examples written in OCaml. In this section, we present
the language used to formalize the modal type system, namely an OCaml-like A-calculus called
DRFCamlLang. DRFCamlLang is a typical A-calculus with recursive functions, higher-order store,
and multi-threading. Its distinguishing feature is a store made up of two components: a heap, which
behaves like the OCaml heap, and (for each thread) a stack of values. The stacks keep track of the
lifetimes of stack-allocated values.

Fig. 6 describes the values and expressions of DRFCamlLang. Values include the unit value,
integers, Booleans, A-abstractions, and addresses. Since the store separates the heap and one stack
per thread, an address is either a heap location ¢ or a stack location (7, n), where 7 is a thread
identifier and n is an offset into this thread’s stack. A A-abstraction is labeled with an address
a, which can be regarded as its physical address, and may be a heap address or a stack address,
and with a function-id 1, which can be regarded as its logical address. Whereas, due to the stack
allocation discipline, physical addresses can be reused, logical addresses are never reused.

Expressions include control constructs (conditionals and sequencing), unary and binary opera-
tions (collectively denoted @), pairs and sums, and function application. On top of this, DRFCaml-
Lang offers a number of operations to allocate, read and write mutable references. There is just one
kind of reference, but we distinguish non-atomic and atomic accesses. A fresh mutable reference
is allocated by alloc!, where I determines whether the reference is allocated in the heap (global)
or on the stack (local). Closures are also allocated, so the expression A'f x, e (binding both the
function f itself and its argument x) is tagged with a locality I. Loads and stores are annotated with
an order w, which determines whether the operation is non-atomic or atomic (AT). A non-atomic
operation is further split into two parts: NA; and NA;. The former flags the location as “currently
being read from or written to”, and the latter applies the relevant operation and resets the flag. Both
parts check whether a location’s flag is compatible with the current operation. Thus, the program
gets stuck whenever a non-atomic store occurs at the same time as another non-atomic access.?

8This method for modeling data races was also employed by Jung et al. [18] and is described in detail in Jung’s thesis [17].
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The three operations cmpXchg (conditional swap), xchg (unconditional swap), and faa (fetch and
add) are atomic. Finally, DRFCamlLang introduces several new operations: borrow, which lets a
unique value become locally aliased; box and unbox, which introduce and eliminate modalities;
region, which creates a new stack region; and end”, which destroys all stack locations at and above
index n.

The semantics of DRFCamlLang is defined as a stateful small-step operational semantics, where
the state consists of three components (h, s, f5):

h € Heap
s € Stacks
fs € Funcs

Loc < LockSt x (Fid + Value)
Threadld < list (LockSt x (Fid + Value))
Pin (Fid)

> 1> 1>

The heap A is a finite map from locations to “memory slots”, which are pairs of a lock state and
either a function-id or a value. The lock state is used to track a thread’s non-atomic access to
some location: state wr denotes a write access; state R,, denotes n concurrent read accesses. The
collection of stacks s is a finite map from thread-ids to stacks, where each stack is a list of memory
slots. Finally, the function set fs is a finite set of all the previously allocated function-ids.

A single step is denoted by (A, s, fs, ) ~w, (B, s, €', efs), where 7 is the thread-id at which the
expression e is executed, and efs — a list of thread-id and expression pairs, which we will refer to as
a thread pool — is the list of threads spawned by e. We use (h, s, fs, tp) ~» (K, s, fs', tp’) to denote
a step within a thread pool tp. By lack of space, we omit the small-step reduction rules. A selection
of these rules is given in our technical appendix [13, §A]. The following paragraphs summarize the
non-standard aspects of this semantics.

Fork and allocations. Each thread has its own stack. fork allocates a new stack and a fresh
thread-id. A local allocation pushes a new memory slot onto the current thread’s stack.

Stack regions. A stack is not explicitly decomposed into stack frames or regions. Instead, the
region operation implicitly creates a new region, just by reading the current stack size n; later,
this region is destroyed by truncating the stack at size n. More precisely, the expression region(e)
reduces in three stages, as follows. First, region(e) reduces to end” (e), where n is the current size of
the current thread’s stack. Second, end”([]) is an evaluation context, so the expression e is allowed
to reduce, in zero, one or more steps, to a value v. Finally, end” (v) deallocates all stack locations at
and above the cutoff n, and reduces to v.

Atomic and non-atomic memory accesses; data races. Following standard practice, we distinguish
atomic and non-atomic memory accesses. This distinction is necessary because it plays a role in the
definition of a data race. By definition, a data race is a situation where two threads attempt to access
the same location, at least one access is a write, and at least one access is non-atomic. Furthermore,
following an established practice [18, 20], we build a data race detector into the dynamic semantics
of DRFCamlLang. In other words, we set up the semantics in such a way that a data race can cause
a crash, so that crash-freedom of well-typed programs implies data race freedom.

Our data race detector works as follows. First, every memory slot is equipped with a lock state,
which is checked and updated by all memory access operations. Second, a non-atomic memory
access is executed in two steps, whereas an atomic access is executed in just one step. In between
the two steps of a non-atomic memory access, the memory slot is locked, so an independent attempt
to access this memory slot causes a crash, unless both accesses are read accesses.

In summary, this operational semantics has the property that “if a machine configuration has
a datarace, then it can reduce to a configuration where at least one thread is stuck”. As a consequence,
we obtain the following (machine-checked) theorem:
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Data Race Freedom a la Mode 17

THEOREM 3.1 (No CrasH IMPLIES No RACE). Let (o, tp) be a well-formed machine configuration,
where o is the store and tp is the thread pool. If; in every configuration (o', tp") reachable from (o, tp),
every thread either is a value or is able to step, then, in every configuration (o’, tp") reachable from
(o, tp), there is no data race.

Program logic. In §5, we will present a semantic model of DRFCaml and its type system. This
model is defined in the Iris logic [19], and is built on top of a program logic for DRFCaml. We
define the program logic in terms of Iris’s weakest preconditions, adjusted to work on languages
where the thread-id’s are visible at the level of the operational semantics (similar adjustments have
been made by e.g., Kaiser et al. [20], where thread-id’s were paired with expressions; we pair them
with steps in the operational semantics instead). Weakest precondition statements are denoted
by wp e {®},, and intuitively express that the expression e may execute in thread r, that it does
not get stuck, and if it reduces to a value v then ®(v) holds. This intuition is formally proved in
an adequacy theorem, which relates weakest preconditions to a pure statement in the meta-logic.
Given this adequacy statement, we can prove the following corollary about weakest preconditions:

COROLLARY 3.1. If+ wp e {®},, then executing the closed program e (with an initially empty heap
and stack, and with thread identifier ) cannot cause a data race.

Proor. Apply Theorem 3.1 followed by adequacy of the weakest precondition. O

4 MODAL TYPE SYSTEM

The DRFCamlLang types comprise the unit, Boolean, and integer types, sums and products, function
types, and modalities (§4.3), as well as non-atomic and atomic references (§4.4):

te€Type:=1|B|Z|r+7|rX7t|r@m—71@m|DO"|ref,(r) | atomic(r)

Our typing judgments I + e : 7 @ m are annotated with a mode m. A context is a list of variables
which are either disabled x : — or annotated with a type and mode:

FeContext:=@ |[I,x:— | T,x:t@m

An order on each mode axis is defined as in Fig. 2; it is then lifted pointwise to modes m. We lift
our ordering on modes to contexts, and permit weakening modes in both conclusion and context:

F1SF2 1“131“2 m; < my
<O Ix:t@m<Ihx: - Mx:t@m <hhx:t@my
IL<Iy INHre:t@m mp; < my

Sus

Lre:t@my

All typing rules can be found in our technical appendix [13, §C]. Units, Booleans, and integers
can be typed at any mode. Most typing rules are standard, up to simple mode annotations and
context joining (§4.1). For example, the rule for products is defined as follows:

I‘ll-elzrl@m rzl-ezlfz@m

I‘1+F2|—(e1,eg):71Xrg@m

Here, the contexts that type the two components are joined, as denoted by I'y + I';. Each component
must be well-typed at the mode of the product, namely m. Only closures and fork (§4.2), modalities
(§4.3), and references (§4.4) interact with modes in interesting ways (Fig. 7).
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NonRecLam Fork
. . ’ ’
r’a(lz,OZ,Pz)’x T@mbe:T @m 1—"n(,t;lobal,o,portable) Fe:11 @my
Trik_xe:(t@m—1v @m') @ (Lo, 0z, uz, pa, c2) T+ fork(e) : 1 @ my
Box UnBOX NaALLOC
T're:t@n(m) IT'te:0'r@m I'+e: 7@ (I, many,u, p,uncontended)
T +box(e): 0"t @m T + unbox(e) : T @ n(m) T+ allocl(e) :refp(7) @ (Lo, u',p,c)
ATSTORE
NaLoap Iy + eq : atomic(r) @ mq
Tre:refp(r) @ (Lo, u',p',c) ¢ # contended Iy + ey : 7 @ (global, many, u, portable, ¢)
rrNe. 7@ (1,0, aliased, p, c) D+Dre <Al e : 1 @my
ATALLOC AtLoAD
T'+e: 7@ (global, many,u, portable, c) Tk e:atomic(r) @ m
T+ alloc8'®P?! (¢) : atomic(t) @ (Lo, ', p, ") I'+"Te: 7@ (I, 0,aliased, p, contended)
NASTORE

I ke :refyp(r) @ (I, 0", u', p’, uncontended)
I ez : 7 @ (global, many, u, p, uncontended)

N+hhte <—NA62:I[@Tn2

Fig. 7. Selected typing rules for closures, fork, modalities, and references

4.1 Context Joining

Following Lorenzen et al. [21], the type system enforces the following two rules: (1) if a variable is
marked once (as opposed to many) then it is used at most once; (2) if a variable is used several
times then it is marked aliased (as opposed to unique). This is achieved via a partial context
joining operation I + I3, which is defined as follows (technically, Iy + I, := I is a relation, since in
the last case there are multiple possible I'’s that match the right-hand side of the definition):

O+ 0 = 90
(T, x:—)+(I,x:—) (M1 +0),x:—
Tux:t@p) + (Tx:-) M+h),x:t@pu
Tux: =)+ (Tyx: 7@ p) M+h),x:t@pu
(I',x : 7 @ (I, 01, aliased, p, ¢))
+ (I, x : 7 @ (1, 02, aliased, p, ¢))

M +50),x: 7@ (I, many, u, p, c)

When a variable x : 7 @ m is used in multiple expressions, x is only available to them as aliased
and is required to be many in the ambient context. As a result, a unique variable becomes aliased
if used in both branches of a context join, and once variables are never duplicated. Meanwhile, the
portability and contention axes introduce no complication; by virtue of the Sus typing rule, the
context join operation takes the meet operation (greatest lower bound) for these axes.

4.2 Closures, Locks, and Fork

The type system restricts which variables may be referred to inside a A-abstraction. For instance,
global (many, portable) closures must not capture local (once, nonportable) variables. Analo-
gously, a many closure must not capture unique variables, as a unique reference could become
aliased if the closure were copied. Instead, a unique variable must be weakened to aliased before

, Vol. 1, No. 1, Article . Publication date: October 2024.



883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904

906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924

926
927
928
929
930
931

Data Race Freedom a la Mode 19

being captured by a many closure. A similar interaction occurs between portability and contention:
An uncontended or shared binding captured by a portable closure becomes contended.

Again following Lorenzen et al. [21], this is formalized using an operation on contexts, known
as a lock @(;,,p)- It is used in the typing rule for A-abstractions (NoNRecLAM in Fig. 7): Typing a
A-abstraction at mode (I, 0, u, p, ¢) introduces a lock n(l,o,p) on the context. The mode of a variable
y € I', viewed from inside the A-abstraction, is not necessarily the same as the mode of this variable
viewed from the outside; the lock might change the uniqueness and contention modes of bindings.
Bindings might also be disabled entirely. The lock operation is defined as follows:

2.8 10,p,) = @
Lxs = 8op) = T80, % 5 -

F’n(lz,oz,pz)’x (lyo,up Vv OZ,pl,cl Vpg)
Ix:7@ (h,onusproct). @(b0.p,) = ifl <1lp,01 < 0y,and p; < p
F,a(zz,oz,pz),x D= otherwise

To explain this definition, we introduce the following example. Say we are typing a closure, and
introduce a lock at mode (local, many, nonportable) to the context which contains a variable x
at mode (global, many, unique, nonportable, uncontended). The variable remains accessible
after taking the lock because global < local, many < many, and nonportable < nonportable.

However, the uniqueness mode of x within the closure must change: it must only be accessible at
mode aliased. To formalize this, we define a dagger operation 7 that relates affinity and portability
modes to their corresponding dual uniqueness and contention modes:

once’ := unique nonportable’ := uncontended

many’ := aliased portable’ := contended

Thus, after applying the lock, x will be typed at uniqueness mode unique V many' = aliased and
contention mode uncontended V nonportable’ = uncontended.

The construct fork(e) is analogous to Thread.create (fun () -> e) () in OCaml. Its typing rule
ensures that the closure A().e is global and portable. This is enforced using the a(global,o,portable)
lock in the Fork typing rule.

4.3 Boxes and Modalities

A modality 5 can be interpreted as a function from modes to modes, which maps the mode of a
box to the mode of its contents. Thus, in the rules Box and UnBoX, the mode of the contents of
the box is determined by n(m) where m is the mode of the boxed value. DRFCaml supports the
following modalities, corresponding to the global, many, aliased, portable, contended, and
shared modes, respectively:

G(l,0,u,p,c) := (global, o, aliased, p, c) P(l,0,u,p,c) := (I,0,u, portable, c)
M, o0,u,p,c) == (I, many,u, p,c) C(l,o,u,p,c) = (I,0,u, p,contended)
A(lo,u,p,c) = (I,0,aliased, p, c) S(Lo,u,p,c) = (Lo,u,p,c Vv shared)
To improve readability, we use the notation 'a @e global to denote the 0%'a type, 'a @@ many to
denote 0™ +a , and so on. The G modality is somewhat special, as it requires its contents to be

not only global, but also aliased. This interaction between locality and uniqueness is required to
ensure that borrowing is sound [21, §2.6].
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Not every mode has a corresponding modality: for instance, it would not make sense to have a
local modality L(l, 0,u, p, c) := (local, o, u, p, c), because it would allow a reference from the heap
to the stack, breaking the lifetime guarantees of local:

let x @ local : int ref = ref 0
let y @ global : (int ref @@ local) ref = ref (box x)

More generally, local state cannot be nested inside of global state. Similarly, a many value
cannot contain anything once, an aliased value cannot contain anything unique, etc. This is also
why the S modality only takes a join instead of setting the mode to shared: if we defined it as
S(L,o,u,p,c) := (I, 0,u, p, shared), it would be possible to nest shared inside of contended state,
and then to leak it to other threads; see §2.4 for why this would be unsound.

For readers familiar with monadic vs. comonadic modalities, it may be helpful to observe that
M and P are comonadic, while A, C, and S are monadic. G is almost comonadic, save for its
interaction with uniqueness. The “polarity” of our modalities coincides with their (co-)monadicity:
The comonadic G, M, and P modalities correspond to the bottom mode of their axes, while the
monadic A and C modalities correspond to the top mode of their axes. Lastly, the modalities of the
three axes that apply to closures and locks (namely, G, M, and P) are precisely the comonadic ones.

4.4 References

The typing rules for non-atomic references ref,(7) are shown in Fig. 7. We distinguish between
portable references refyqrtable (7) and nonportable references refponportable (7) (see also §2.6).
This annotation influences the mode of the value that is stored inside the reference.

A newly allocated reference is many, unique, and uncontended; The typing rule NaArLoc
allows arbitrary o, u, ¢, but many, unique, and uncontended are the best choices. Its locality
reflects whether it is allocated in the heap or on the stack. Its portability matches the portability of
the reference type.

Contention influences how a reference can be used. An uncontended reference can be read and
written; a shared reference can only be read (NASTORE); and a contended reference cannot be
accessed at all (NALoaD, NASTORE). There are no other restrictions on the use of references.

The relation between the mode of a reference and the mode of its contents is more complex:
each axis has its own rules.

On the affinity and uniqueness axes, the rules are as follows. The contents of a reference is
always many and aliased, regardless of the mode of the reference itself. Thus, when a reference
is allocated or written, the value that one wishes to store is required to be many and aliased.
Conversely, when a reference is read, the resulting value is guaranteed to be many and aliased.

On the portability axis, we distinguish two types of references. The content of a portable
reference is portable; the content of a nonportable reference is nonportable.

On the locality axis, the rule is: a reference and its contents have the same locality. Allocating
a reference at locality [ requires a value of locality [, and reading a reference at locality [ yields
a value of locality I. Unfortunately, we cannot allow writing a local value into a local reference,
because the local mode does not provide sufficiently precise lifetime information. So, the typing
rule NASTORE only allows writing a global value to a reference (of arbitrary locality).

On the contention axis, the rule is: a reference and its contents have the same contention.
Thus, reading an uncontended or shared reference yields a value with the same contention;
writing a reference (which must be uncontended) and allocating a reference (which initially is
uncontended) both require an uncontended value.

There is a separate type of atomic references atomic(r) that permit only atomic operations,
including compare-and-exchange (cmpXchg), fetch-and-add (faa), atomic loads (!°‘e), and atomic
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stores (e; «°¢ e;). The typing rules of these atomic operations — some of which are shown in Fig. 7
— are simpler. Atomic references are always allocated on the heap, so they are initially global. They
can be safely shared between threads: that is, they are portable. They can be accessed even if they
are contended. The contents of an atomic reference are always global, many, aliased, portable,
and contended. This is very restrictive, but necessary: Atomic references, by design, can be used
to transfer arbitrary values across threads, and so those values must also be safe to share across
threads, that is, portable and contended.

5 SEMANTIC TYPE SOUNDNESS

The type system of DRFCaml guarantees data race freedom by ensuring that mutable data is
never accessed simultaneously by different threads. However, this is too restrictive to allow for the
implementation of APIs such as the Capsule API, which fundamentally depend on the ability to
carefully mutate shared state. These implementations circumvent this restriction by using unsafe
casts (such as 0bj.magic) to escape type-and-mode-checking.

In order to formalize and verify the implementation of the capsule API, we define a notion
of semantic type safety, and manually verify that the capsule module is type-safe. To do this, we
interpret each type as a predicate in the program logic that we have defined for DRFCaml (§3).
A predicate can be thought of, very roughly, as a set of values, so this is a natural way of explaining
the meaning of types. Furthermore, a predicate in a modern Iris-based program logic can also
describe notions of unique ownership, shared ownership, invariants that all threads agree to obey,
and so on; so this is a very powerful way of explaining the meaning of types.

5.1 Overview of the Model

We start off with an overview of the semantic model, which consists of a logical relation defined in
the Iris logic, comprising a value relation [ r]| and an expression relation &[[ ]|. These give a semantic
interpretation of a type 7, which can be a standard syntactic type, giving rise to a standard type
interpretation, or an abstract type defined by some API, giving rise to a bespoke type interpretation.

We use ghost state and Iris invariants to capture the various features expressed by the modes.
In particular, our goal is to express (1) the temporary lifetime of local values, (2) the isolation
guarantees of portable functions, (3) the read-only restriction of shared references and (4) the
duplicability of aliased references.

The first three properties are expressed by parameterizing the relations by three sets, emut, €ro
and A, and the fourth property is expressed by using features of the Iris logic (Iris invariants and
the persistence modality 0O0). The signature of the logical relation is thus as follows: [T]]i{l"”"s“”A
where eyt reflects the set of aliased non-atomic references that are accessible for reading and writing;
&ro reflects the set of aliased non-atomic references that are accessible for reading only; A reflects the
set of locals that are accessible for reading and writing.

Here, we use the word “accessible” to mean that there is permission to access; we do not use it as a
synonym for “reachable”. We write “a local” to refer to an entity whose lifetime is lexical: at present,
alocal is either a stack-allocated value or a borrow. (In our operational semantics, borrowing a
global value creates a local copy of it, whose lifetime is limited.) We use the word “reflects”, as
opposed to “is”, because these are not exactly sets; the reality is more complex, but we lack space
to provide more detail.

The value relation is also parameterized with a mode m, which determines how to interpret some
type 7. For example, a reference at mode uncontended and a reference at mode contended will
receive different interpretations.
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Crucially, none of these parameters are fixed forever. For example, when a unique reference is
downgraded to aliased, the set of accessible read-write references grows; yet, all existing values
remain well-typed. Furthermore, the mode at which a type is interpreted may dictate that the
interpretation be independent of a particular parameter. For example, the interpretation of a function
type at mode portable does not depend on the current sets of accessible references; so, when these
sets grow or shrink, all existing portable functions remain well-typed. These observations give rise
to a collection of monotonicity requirements, or core conditions, which every semantic type must
satisfy. Below, we highlight three of these core conditions; our Coq formalization includes a total
of ten.

Definition 5.1 (Excerpt of the Core Conditions of the Logical Relation).

: mut-Ero,A utsEroD
(1) if (e €10) 2 (Emuts €ro) then [ (0) = [2] " (0),
’

’ A ’ ’
where (€], €r0) 2 (Emuts €r0) = €yt 2 Emut A €y Y Er 2 Ero

(2) if m.p = portable and m.c = contended then [[r]]i;‘;”"s“”A (v) [[T]]iﬁl"”"g;"’A(v).

(3) if m < m’ then resources over ey * [7] 5 (0) =k

’

;
’ Smut’s"o’A
ot * resources over e, . x [7] ™ ()

’
Jel - Emut S €

Item 1 is a simple monotonicity requirement: enlarging the sets of accessible read-write and
read-only references, or allowing read-write access to previously read-only references, does not
invalidate any existing values. Item 2 is more atypical: it states that the interpretation of a type
at mode portable and contended is insensitive to the sets of accessible references. This reflects
and combines two facts: (1) a portable function cannot access any references; (2) a contended
reference cannot be accessed. Therefore, regardless of its type, the well-typedness of a portable and
contended value does not depend at all on any reference. Finally, Item 3 reflects mode weakening:
if a value is well-typed at mode m then it is also well-typed at a weaker mode m’.? This statement
is formulated in a way that allows e, to grow. The reason for this is, when a unique reference
is turned into an aliased reference, g, must grow, since one more aliased reference becomes
accessible. We write “resources over gmyt” to gloss over a number of ghost resources that must evolve
together with &p ;.

5.2 The Logical Relation

In this section, we present the expression relation E[[ 7] and part of the definition of the type
interpretation [ 7]. These are shown in Fig. 8. For presentation purposes, we keep the explanation
at a high level and refer to the Coq mechanization for the full definition.

As described above, the expression relation is parameterized by the sets enyt, €0 and A, and the
mode m. It is also parameterized by a thread-id =, a stack size n, and a fraction g. The thread-id
indicates which thread the expression is running in; the stack size indicates the current size of 7’s
stack; and the fraction governs access to read-only references.

The expression relation is defined in terms of the weakest precondition described in §3, where
the postcondition guarantees that the final value satisfies the value relation [ 7], at some expanded
e/, and A’. Additionally, the postcondition returns three key propositions: L(7, n’, €/, &0, A'),
MEM(e_ ., €0, q) and collectFrames(n, n’, , A, A’). Very roughly,

mut?

o L(7,n, emut, €0, A) grants full access to the locals in A.

o MEM(Emut €ro> ) grants full access to the read-write references in &+ and partial access
(at fraction q) to the read-only references in &,.

The funny implication =K is anIris ghost update. It lets us allocate new ghost state and invariants.
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an’ A’ Tout-

« [[T]] mut »Eros
wpejou. x L(mn smut,sm, A)

* MEM(e] i Ero» 9)

« collectFrames(n, n’, , A, \”)
[1]27" () 20=() [B]Z—"(v) £ 3b.0o=b [Z]="(v) £3Fz.0=2
[z + rg]]f,,T”"s“”A(v) (Fo1. v = inl(vy) = |[r1]]€m“"£“”A (v1)) vV

(303. 0 = inr(vz) * [ra] oot (Uz))

n<n AANCAN /\smutcsmu
A

t

1>

Elelmtgm’ (@)

T

1>

[[Tl X TZ]]Emul JEr0,AA (Z)) 4 301 vg.0 = (01’02) |[T1]]Emut JEro,A (Ul) [[Tzﬂﬁmut JErosA )
1 -7 €muts€ros A Y Emut>Ero,A
(O] (v) [z ]]r](m)

[m@m —» @ mz]]*;;lnut,sm (v) 2o=A.. =Vre el g
(emue 8;o) :' = (Smut,Ero) — N gmlmp A, gmo vy

{ e o) » }*Shnmq% (o)

L(m,n, Emut’ ero, A') ¥ MEM(e], 1. €10 9)

where
AcC N ifl = local A p = nonportable
N 2P A2 {atomic(A) € A ifl = local A p = portable
T otherwise
(dnut) E;o) or (Smut, 8ro) = {el,‘nm s smUt ’ 8;0 2 lfp - Portable
T otherwise

Fig. 8. A selection of standard interpretations, where 0™ is 0 when m.o = many and nothing otherwise

e collectFrames(n, n’, r, A, A’) grants permission to reclaim all of 7’s stack locations in the
interval [n, n’), and guarantees that this does not break the well-typedness of any surviving
value. In other words, it guarantees that local (stack-allocated) references do not escape.

The semantic interpretation of the basic types—namely unit, Booleans and integers—is straight-
forward: it is completely independent of the mode parameter m.

The semantic interpretation of a compound type—that is, a sum or a product—consists of an
appropriate combination of the interpretations of its components. The same mode parameter m
is used in the semantic interpretation of the components, thus expressing that the modes are
(by default) deep. In contrast, in the semantic interpretation of the modality type 07, the mode
parameter m is changed to n(m) (§4.3) in the semantic interpretation of the content.

Next, we describe the more involved semantic interpretation of function types 7y @ m; —
Ty @ my, which are inhabited by closures. First, we quantify over a thread-id 7, a view ¢/, , and ¢/,
alocals context A’, and a fraction gq. These represent the possible state at the time the closure is
called.

Crucially, the possible choices for this state depend on the mode m. For example, if a closure is
local, then it may enclose local values, and must therefore be applied to a superset of the current A.
On the other hand, if a closure is global, then it can be applied to any A’, since it cannot depend
on A at all. A similar principle appears in Dreyer, Neis and Birkedal’s work [9], where a distinction
between public and private future worlds is used to distinguish functions and continuations. An
analogous kind of reasoning applies to portable closures, which can be applied to arbitrary sets
(&],ut> Ero) Of accessible references, as opposed to nonportable closures, which must be applied to
future worlds (& ., €/,) 2 (Emut, €ro) Of the current state. Finally, an interesting interaction occurs

mut’
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for portable and local closures. A priori, a local closure ought to depend on the locals context A.
However, since it is also portable, we know that it does not depend on non-atomic references. As
such, it may only depend on those parts of A not related to non-atomic references. We model this
by extracting the relevant parts of A using the atomic(A) operation (here left abstract).

Once the future state has been suitably constrained, we use the affinity of m to determine
whether this function may be called at most once or many times. In the latter case, the semantic
interpretation of the function type must be persistent: this is expressed by a persistence modality O.

The final part of the assertion states that v is a valid (well-typed) closure if, for every valid
(well-typed) actual argument vy, for every stack size n, given the access permissions expressed by
L and MEM, the function application v(v) is safe and produces a valid (well-typed) result.

We leave out a detailed explanation of the interpretation of references. In broad strokes, to
model atomic references, we use Iris invariants; this is standard. To model non-atomic references,
we use custom-made “fractional invariants”: they are a simplified variant of RustBelt’s fractured
borrows [18], without support for RustBelt’s lifetime logic. In order to open a fractional invari-
ant, an auxiliary resource is needed. This auxiliary resource is exactly what can be found in
MEM(Emut, €10, ¢)- The semantic interpretation of references must therefore depend on either &t
(in the case of an uncontended value) or ¢, (in the case of a shared value).

5.3 Semantic Typing

In §5.2, we outlined the standard semantic interpretation of types. However, more generally, a
semantic type is defined as any predicate [ 7] fmutrod  Valye — iProp which satisfies the conditions
from Definition 5.1. In fact, all definitions from Fig. 8 are parameterized over semantic types, rather
than syntactic types. From this abstract notion of a semantic type, we derive the following definition
of semantic typing:

Tee:t@m 2 OVZnemut o gAY, G[T]Emeetol (y) =
L(ﬂ:’ n» 8n’]uta ErO’ A) -k MEM(SmUt’ 8(0’ q) -k SHT]];T;IE;,%A(Y(e))

In this definition, T' is a semantic type context, containing declarations from variable names to a
semantic type and a mode. The context interpretation G[[T JJémut-£o-A () then asserts that every value
in a simultaneous substitution y satisfies the appropriate semantic type in I', at the parameters emy,
£ and A.

With semantic typing now defined, we prove the following key soundness theorems. First and
foremost, we prove that semantic typing is compatible with every inference rule of the type system.

THEOREM 5.1 (COMPATIBILITY). Each inference rule of the syntactic type system is also a valid
implication of semantic typing judgments. For example:
Neep:r@mLres:n@m-«I1+LhE(e,e): i X, @m
where T[1,2] are semantic types, and I“[l,z] are semantic contexts.
This theorem is generic over semantic types. As such, it can be applied to the standard inter-

pretation of syntactic types, as well as exotic interpretations of API types. It is therefore strictly
stronger than the following more standard fundamental theorem of logical relations:

THEOREM 5.2 (FUNDAMENTAL THEOREM OF LOGICAL RELATIONS).
IfTre:7@m,thenl’ Ee: 1@ m, wherel” is the result of applying the standard type interpretation
to each declaration inT.

The fundamental theorem shows that our semantic typing definition is sound with respect to
the syntactic type system. Perhaps more interesting is the following theorem, which states that
semantic typing guarantees the absence of data races:
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THEOREM 5.3 (SEMANTICALLY TYPED EXPRESSIONS ARE DATA RACE FREE). If[] Ee: 7 @ m, then
executing the closed program e (with an initially empty heap and stack) is safe and cannot cause a
data race.

Proor. The proof instantiates the semantic typing definition to an empty memory and locals con-
text, applies adequacy of the weakest precondition to prove that e is safe, and applies Corollary 3.1
to prove that e does not incur a data race. O

5.3.1 Semantic interpretation of locks. When proving the compatibility lemmas from Theorem 5.1,
it becomes necessary to consider the semantic interpretation of locks. Our locks act as operations
over syntactic contexts. These operations are easily lifted to semantic contexts, because they
examine just the “mode” information in the context, and ignore the “type” information. Applying a
lock to a context filters out declarations with an incompatible locality, affinity or portability, and
weakens the uniqueness and contention of the remaining declarations. By exploiting the mode
weakening condition (Definition 5.1), one observes that this operation preserves the semantic
interpretation of a context.

LEMMA 5.4 (SEMANTIC LOCK PRESERVATION).
MEM(emut; €ros q) -k g[[l"]]g"'""gm’A(y) —k Elsinut. MEM(S:nut, €105 q) * gﬂﬂ(l,o,p)F]]E’mupem,ﬂ(y)

The application of a lock can change a binding from unique to aliased. In that case, new
fractional invariants must be allocated, which means expanding &q.

Our next observation is that once a lock operation has been applied, the context contains bindings
at certain modes only. For example, a portable lock guarantees that a( Loportable) I’ contains no
declarations at mode nonportable,uncontended or shared. As a result, we can lift many of the
conditions from Definition 5.1 to the semantic interpretation of locked contexts.

For example, the following lemma lets us arbitrarily change emyt and €, in a semantic context
with a portable lock:

LEMMA 5.5. g[[r]]smut,sm,A (y) = g[[a(l,o,l)ortable)r]]g,"""’dwA ()

These lemmas are crucial for proving the compatibility lemmas for fork and arrow types.

6 SPECIFYING AND VERIFYING THE CAPSULE API

The Capsule API is implemented using unsafe type casts between an inner type 'a at various modes
and ('a, 'k) Data.t. Hence our soundness proof in §5 does not yield soundness of the Capsule API
(§2.7), since there is no compatibility lemma for obj.magic. Instead, we manually verify that the
Capsule API (§2.7) implementation is semantically sound.

Recall the introduction to capsules in §2.7. In broad terms, a capsule wraps data which can refer
to mutable state, and a key of some existential type is used to regulate thread-safe access to this data.
To represent mutable state semantically, the value interpretation defined in §5 is parameterized by
the sets of accessible read-write and read-only references emyt, €. In §5, we saw how the memory
interpretation MEM(gmut, €0, ¢) grants access to these references. The key difficulty to the proof of
semantic soundness of the Capsule API is tracking and sharing this memory interpretation across
calls to the API from different threads. To be more concrete, when reasoning about the creation of a
new Data. t, the constructor function yields a fresh instance of MEM(gmut, @, 1), which is necessary
to reason about subsequent calls to Data.map, Data.extract, etc. An important part of the proof is
thus to define the right Iris invariant to track and store these propositions. We will refer to this
invariant as keylnv.
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In this section we first describe the semantic interpretations of the Capsule API (§2.7) types
(‘a, 'k) Data.t and 'k Key.t, outline the proof of safety of map, and state our overall soundness
theorem.

As alluded to in §5.1, we define two bespoke semantic type interpretations for the pata and Key
types. The data interpretation [[('a, 'k) Data.t] ~"~ (v), where we denote unused parameters by —,
simply wraps an interpretation [ a]]f;”g”;c_y_ (v) of the value at legacy mode, as well as some auxiliary
ghost resources to track which en; set is required to interpret the value. The key interpretation
[k Key.t]],_n’_’A (w) where m.u = unique gives full access to the contents of the capsule. To be
more precise, together with keyInv, it can be used to gain full access to a memory interpretation
MEM(emut, @, 1) corresponding to the mutable state needed to interpret 'a. Similarly, if m.u =
aliased, then it can be used to gain partial access to a memory interpretation with read-only access
to €mut, namely MEM(D, €mut, q) at some fraction q. In either case, the key interpretation can only
be reestablished if the corresponding memory interpretation is relinquished.

To give an idea of how the Capsule API (§2.7) is verified, we outline the proof of bata.map, which
is implemented as follows:

let Data.map key f v = (key, Obj.magic (f (0bj.magic v)))

Given key @ unique : 'k Key.t,somedatav @ . : ('a, 'k) Data.t protected by that key, and a func-
tion f, it first casts vtov @ . : 'a, and then executes f v. Our goal is to show:

V'k 'a'b. [ £ Data.map : 7,4 ( 'k, *a, 'b) @ (global, many, aliased, portable, contended) !’

where Tpgp('k 'a, 'b) is the type of Data.map, and the semantic interpretation of Tmap('k, ‘a, 'b)
corresponds to the arrow interpretation applied to || 'k key.t], [ (*a, 'k) Data.t]] and the universally
quantified semantic type interpretations [ 'a]] and [ 'b].

We prove this goal by going step-by-step through the implementation. To verify the cast we need
to show that we can reproduce it semantically, i.e., As discussed above, from [ (*a, 'k) Data.t]]= ™~ (v)
we obtain |[a]]f:g“;c_y_ (v), for some gmyt. To execute f v, however, we need a matching memory
interpretation MEM(€émut, @, 1). It is obtained by temporarily giving up ownership of the semantic
interpretation of the key k, which is restored by returning an updated view after the execution of
fov.

The verification of all Capsule API (§2.7) functions is similar, in spirit, to what we just explained;
Although more complex interactions between keys, data, and memory interpretations need to be
handled for read-only access. We have also verified an implementation of the reader-writer lock.
Overall, we prove the following theorems:

THEOREM 6.1. The Capsule API (Fig. 3) is semantically sound.

THEOREM 6.2. The Reader-Writer Lock API (Fig. 4) is semantically sound.

7 RELATED WORK

There is a vast literature on using types to soundly (but conservatively) enforce absence of data
races, dating back at least to Abadi and Flanagan’s early and influential paper [12]. There are also
a number of well-known approaches to static race detection for Java and C [10, 23, 28], which rely
on whole-program call-graph information, sacrificing soundness for scalability and error detection
with fewer false positives. In the interest of space, we compare here with the most closely related
work on type-based approaches, focusing attention on the goals we set out in the introduction.

10Gince the module is shared across threads, we want its mode to be portable and contended.
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Capsules bear a close resemblance to the Ghostcell API proposed for Rust by Yanovski et al. [31].
The two approaches tackle a similar problem, but come at it from opposite directions. Rust natively
supports thread-safe sharing of mutable data, but has only limited support for safely programming
mutable data types with internal aliasing. The aim of GhostCell is to overcome that limitation. OCaml
has the reverse challenge: safe mutable state with internal aliasing is no problem—thanks to garbage
collection—but the language does not guarantee data race freedom when state is shared across
threads. The aim of capsules is to overcome that limitation. Hence, a key design goal of capsules,
not met by Ghostcell, is to allow existing sequential OCaml code to be easily made thread-safe,
even if that code constructs data structures with internal aliasing.

The goals of the capsule API also align closely with those of Haller and Loiko’s work on
LaCasa [16]. LaCasa extends Scala with aliasing control, guaranteeing thread safety in a backwards-
compatible way by separating data from the (affine) permission to access it. A box Box[T] in LaCasa
encapsulates some mutable data of type T, and roughly corresponds to ('k, ref 'a) bata.t in our
system. LaCasa’s CanAccess type plays a role similar to our keys, in that it provides the permission
necessary to access some box.

Box[T] only supports classes T that follow the object-capability discipline (ocap), which ensures
for example that T does not access global state. LaCasa adds an annotation to classes to track
whether they are ocap. This is similar to our restriction that the Capsule API callbacks can only call
portable functions, since those cannot access shared state, either. The default portability mode is
nonportable, so as discussed in §2.8, we need to annotate portable functions explicitly in order
to allow them to be invoked on capsules.

There are, however, some major differences between LaCasa and DRFCaml. Firstly, although
LaCasa does provide simple locality and affinity tracking for the Box and canAccess types, its approach
to affinity tracking relies on integration with its message-passing concurrency primitives. As such, it
is not clear if it can be generalized to handle unstructured concurrency. DRFCaml, on the other hand,
tracks locality and affinity of all types. Consequently, capsules are easier to integrate with other
APIs that use modes, like the reader-writer lock. Our system also supports sharing or borrowing
keys, which we use to allow shared read-only access to encapsulated data. Secondly, in LaCasa, an
access permission is tied to the unique box that it protects (and with which it was created). Thanks
to the combination of Scala’s path-dependent types and implicit parameters, the tracking of this
access permission is mostly automated. In contrast, the Capsule API allows multiple encapsulated
pieces of data to be protected by a single key, but these keys have to be passed around explicitly.

Capturing Types [5, 30] and Reachability Types [4, 29] attack a high-level problem that is very
similar to ours: to develop a mechanism that keeps track of aliasing, thereby allowing data races to
be statically forbidden, without imposing a priori restrictions on the shape of the heap.

The key idea behind capturing types is to decorate closures with sets of variables to keep track of
which capabilities each closure has access to. To make such a system tractable, Boruch-Gruszecki
et al. [5] define a subtyping discipline—similar to DRFCaml’s submoding discipline—and a new
boxing type to prevent the unnecessary propagation of annotations whenever a variable is not
directly used. They then define a pure closure as one that captures no capabilities, and an impure
function as one that can capture any capability, expressed using the universal capability cap (similar
to T in our locality, portability, and affinity axes). While DRFCaml does not express purity (portable
closures may still atomically mutate data), the overall methodology is similar: a closure marked as
portable may not mutate enclosed non-atomic data. Likewise, the mode of a function’s argument
does not determine the mode of the function—e.g., one can define a signature for map which is itself
portable, while taking a nonportable function as argument.

Xu et al. [30] go on to show how capturing types can be used to prevent data races. They
extend the capturing types design [5] with fork-join parallelism and static prevention of data

, Vol. 1, No. 1, Article . Publication date: October 2024.



1324
1325
1326
1327
1328
1329
1330
1331
1332
1333
1334
1335
1336
1337
1338
1339
1340
1341
1342
1343
1344
1345
1346
1347
1348
1349
1350
1351
1352
1353
1354
1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367
1368
1369
1370
1371
1372

28 A. L. Georges, B. Peters, L. Elbeheiry, L. White, S. Dolan, R. A. Eisenberg, C. Casinghino, F. Pottier, and D. Dreyer

races. The calculus performs descriptive alias tracking (closures can capture arbitrary variables and
get adequately labeled), and imposes restrictions when closures are invoked in parallel: namely,
closures can run in parallel only if their capturing types are “separate”. Note that separation here
does not mean disjointness: to allow for multiple simultaneous readers, the calculus introduces
two new root capability types, ref for general mutation, and rdr for general reading, where rdr is
separate from itself, but not from ref. The calculus thus depends on a structured fork-join to regain
mutable access to some temporarily shared data structure. In contrast, DRFCaml prevents data
races even in the presence of unstructured concurrency, and is compatible with nondeterministic
concurrency mechanisms such as reader-writer locks.

Reachability types [4, 29] are similar to capturing types, but track the reachable set of a function’s
free variables rather than tracking the effect of using them. Their system allows one to express
a unique access restriction and a use-once policy, similar to DRFCaml!’s uniqueness and affinity
axes. They also support programming patterns such as “non-escaping function arguments”, which
DRFCaml accounts for using local arguments. As with capturing types, reachability types can
be used to guarantee safe parallel computations, by asserting that reachable variables are either
disjoint or read-only on both sides. But also as with capturing types, Bao et al. [4] restrict attention
to structured parallelism.

Both reachability and capturing types guarantee data race freedom. However, it is unclear
whether a similar methodology can be applied to a language such as OCaml. Boruch-Gruszecki
et al. [5] describe various language requirements to make such systems usable, several of which
do not apply to OCaml. In particular, the language should have support for reference-dependent
typing (similar to path-dependent typing in DOT [2]) as well as subtyping. Furthermore, without
a language feature such as Scala’s implicits, capability parameters would need to be added to all
existing signatures in legacy code.

There have been a number of other type-based approaches to data race freedom which, like
DRFCaml, (a) use some form of (often region-based [27]) encapsulation to separate chunks of mutable
data from one another, and (b) annotate pointer types with capabilities [6] to track uniqueness and
aliasing and to ensure safe mutation [8, 15, 14, 24, 22]. We will focus here on the most recent such
approaches.

Milano et al. [22] use so-called isolated (iso) pointers, which “dominate” (i.e., control access
to) a region of the heap, in order to achieve “fearless concurrency”. The flexibility of their type
system comes from two key features: (1) the ability to type check programs with a minimal need for
user-level annotations beyond the iso keyword, and (2) a property called “tempered domination”,
which allows for domination to be locally broken, and eventually repaired, sometimes requiring a
dynamic disconnectedness test on regions. Thanks to tempered domination, it becomes trivial to
implement doubly-linked lists (notoriously difficult in languages such as Rust). The same flexibility
can be observed in DRFCaml, which allows for arbitrary legacy data structures to be encapsulated
in a capsule. The disconnectedness test also enables isolated regions to be dynamically separated, a
feature that is not supported by DRFCaml. Milano et al. [22] establish data race freedom by proving
a stronger global isolation property of the language. Unlike DRFCaml, they do not yet support
shared read-only access, and consider only a send primitive to share iso pointers across threads.
Finally, unlike DRFCaml, their primary goal is to design a new language with the same guarantees
as existing work but with more flexibility and minimal annotations, whereas the goal of DRFCaml
is to safely port an existing language (and its legacy code) to a concurrent setting.

Arvidsson et al. [3] present Reggio, a region-based type system design applied to the Verona
language, whose notion of reference capabilities and “view adaptations” bears resemblance to
DRFCaml’s modes and context locks n( Lo,p)- Regions in Reggio are isolated, and can only be
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mutated while active. This is done using a lexically scoped construct, enter, which takes a unique
designated reference—called the “bridge object”—as its argument and activates the associated region.
The bridge object functions analogously to a key in a capsule, but offers a bit more flexibility. Notably,
bridge objects only need to be externally unique (a single incoming reference from another region),
and may be an arbitrary object from that region. To maintain region isolation, programs may only
mutate one region at a time: the so-called “window of mutability”. An active region is marked as
suspended (accessible, but immutable) whenever another region is entered, and closed (inaccessible
except for its unique bridge object) when its lexical scope ends. In general, no references may point
to non-bridge objects from other regions. An exception is made for temporary references, which
can point to the temporary objects of a suspended region. This functionality is not fully supported
by DRFCaml, for which the lifetime information of local is too coarse-grained. An interesting
direction for future work would be to generalize DRFCaml with similar techniques as in Reggio,
i.e., distinguishing between “local to current region” and “local to some parent region”.

Cheeseman et al. [7] build on the Reggio design [3], and outline exactly how regions (and their
bridge objects) can be synchronized across threads, akin to how access to capsules are shared
by wrapping keys in a synchronization primitive. Reggio’s guiding principle to achieve data race
freedom is similar to DRFCaml: programs that run in parallel may only mutate one isolated region
at a time. Regions, like capsules, can be nested and merged (capsules can be merged by destroying
a capsule in another capsule). However, Reggio’s notion of isolation is somewhat rigid: once an
object crosses into another region, it may never be mutated, even if it would be safe to do so (for
example an atomic store operation). In contrast, DRFCaml enables the extraction of data from a
capsule so long as it is contended, thus allowing for a more flexible notion of isolation.

DRFCaml is motivated in large part by the goal of ensuring data race freedom in a well-established
high-level language with a large legacy code base, namely OCaml. Consequently, we have designed
DRFCaml as an extension of the type-and-mode system proposed by Lorenzen et al. [21]. Their
design supports global type-and-mode inference in a Hindley-Milner style system with higher-order
functions—an important criterion for adoption in the functional programming community—and an
implementation of such an inference system has been successfully deployed at Jane Street. Since
DRFCaml’s typing rules are similar to Lorenzen et al’s, we expect it to enjoy similar type-and-
mode inference, though that remains to be demonstrated and evaluated in future work. Moreover,
our design illustrates that, despite their coarse-grained simplicity, Lorenzen et al’s locality and
uniqueness modes have uses above and beyond their original intended purposes. As we have shown,
locality is useful not only for stack allocation but also for implementing temporary borrowing of
shared resources (e.g., when acquiring a reader lock), and uniqueness is useful not only for memory
reuse but also for tracking ownership of capsule keys.
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A  OPERATIONAL SEMANTICS

7’ freshin s

(h.s. fs, fork(e)) ~wor (B s[x” = (11, O, [(7",€)])

n=|s[x]| freshin fs
(h,s, fs, A'“a'f x,e) wo, (hs[r][n =1, fs W {1}, (/1((”’")">f x,e), [])

f freshinh 1freshin fs
(h,s, fs5, 28903 £ x ) wo, (R[E = 1],s, fs W {1}, A f x,e), [])

n=ls[x]| s =s[x][n:=(Ro,0)] ffreshin h h = h[f := (Ro,0)]
(h, s, fs, alloc'*@ (0)) ~ws, (B8, fs, (,n), [1) (h, s, fs, alloc8'®P2! (9)) ~o . (K, s, f5, £, [])
n=|s[x]] s' = s[x = [s[r]]<nl
(hs, fs, region(e)) ~», (h,s, fs,end"(e), []) (h,s, fs,end™ (v)) >, (h,s',0,[])
h[t] = (Rp,0)  h' = h[€ = (Rp41,0)] hlf] = (Rps1,0)  h' = h[l = (Ry,0)]
(h,s, f5, 1"418) ~op (B, s, f5,1N%28, []) (h,s, f5,1%%28) ~ap (W, f5,0, [])
h[t] = (Ro,w) Hh =h[t:= (WRW)] h[f] = (WR,w) h' =h[f:= (Ro,0)]
(h,s, fs,£ <"1 0) ~woq (W5, £ <"1 0, []) (h,s, fs,£ <" v) ~oq (H',s, (), [1)
h[£] = (Rn, 0) hl€] = (Ro,w) K =h[f:= (Ro,0)]
(h,s, f5,78) ~oz (h,s, f5,0,[]) (h,s, fs, £ <" 0) vy (W50, [1)

Fig. 9. Selected rules of the operational semantics.

A selection of the small-step reduction rules appears in Fig. 9.

How lock states are used. The first step of a non-atomic load (V*!) requires the lock state to be a
read state R, and increases the number of readers by one by changing the lock state to R;;+1. The
second step of a non-atomic load (!"42) decreases the number of readers back to r,,. The first step
of a non-atomic store («"*1) requires the lock state to be ry — indicating that no other thread is
trying to read or write this address — and sets the lock state to wr. The second step of a non-atomic
store («"*2) releases this address by reverting the lock state to Rry.

B PROGRAM LOGIC
In this appendix, we present a program logic for DRFCamlLang. The program logic depends on the

following three resource predicates, given here with their intuitive meanings:

m < n stack of thread = has size n
n=, w stack of thread  stores w at offset n
¢ — w heap location ¢ stores w
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Each of these predicates describes exclusive ownership over fragments of the global state. A step
that does not alter the global state does not require exclusive ownership; it requires just shared
knowledge about some fragment. To that end, we define n I=>,qr w and ¢ —9 w, where q is a fraction,
to describe fractional ownership over state fragments. The lock state is entirely abstracted away:
it is not explicit at the level of the program logic. Instead, the distinction between atomic and
non-atomic accesses is expressed in the logic through the rules for invariants, which we will return
toin §5.

We define the program logic in terms of Iris’s weakest preconditions [19], adjusted to work
on languages where the thread-id’s are visible at the level of the operational semantics (similar
adjustments have been made in e.g., [20], where thread-id’s were paired with expressions; we
pair them with steps in the operational semantics instead). Weakest precondition propositions
are denoted by wp e {®},, and intuitively express that expression e may execute in thread x and
does not get stuck, and if it reduces to a value v then ®(v) holds. Hoare triples have a similar
interpretation, and are derived from weakest preconditions. Finally, some of the rules use the
so-called later modality, denoted », to indicate that a step has been taken. Intuitively, » P means
that P holds one step later.

In the remainder of this appendix, we present a selection of program logic rules for DRFCamlLang.
First, we present the rules that allocate new state fragments, namely fork, stack allocation, and
heap allocation.

>(Vr. < 0+« wpe{T},) >®(())
wp fork(e) {®},

{m <> n} alloc'*® (v) {w. w=(mn)«ne=_ o1 n+ 1}7Z

{T} alloc8'®@ (v) {w. Fe,w =L+ £ — 0},

Fork spawns a new thread of some thread-id , and allocates an empty stack. The proof obligation
of the spawned thread is a new weakest precondition — now parameterized by 7= — which may
depend on the newly allocated stack size predicate & < 0. The stack size predicate is then used
for subsequent stack allocations. Stack allocation uses 7 < n to allocate a new stack fragment
predicate n = v, increasing the stack size to 7 <= n + 1. Finally, heap allocation does not depend
on any resources, and returns a freshly allocated ¢ — o.

Once allocated, resource fragments are used to reason about load and store operations. Below we
show rules for non-atomic load and store over heap locations. Note that since the load operation
does not alter state (insofar as it does not alter the value pointed to by the location), it suffices to
assume fractional ownership over the location ¢.

{t =90} ™ {w. w=0vxf 90}, {0t ™ w{w . w =0l w},

Finally, we describe the rules for region(e) and end” (v). Starting a region only requires knowledge
of the current stack size, as expressed by 7 < n (note that the thread-id of the stack size predicate
matches that of the weakest precondition). Ending a region, on the other hand, requires more
resources. Since end” (v) deallocates all stack locations at and above the cutoff n, the proof rule
requires every stack fragment predicate from n to the top of the stack, namely m — 1. Each of these
are consumed by the proof rule, and the stack size predicate is returned with the new size n.
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T>n >(T <> n = wp endn(e) {q)}n)

wp region(e) {®},

n<<m

{nf—>m* *ke[

Each proof rule is derived from the definition of weakest preconditions, which itself is proved
sound by the following adequacy theorem.

) k=, —} end(v) {w. w=v* < n},

THEOREM B.1 (ADEQUACY OF THE WEAKEST PRECONDITION). Let @ be a first-order predicate. If
Fwp e {®}, and (0,e) w7} (o’,¢',[(m1, 1), -+, (7n, €4)]), then:
(1) Vi€ [1,n]. e; isa value V (¢, e;) g, -
(2) ife’ is a value, then ®(e’) holds

Proor. Follows the proof of adequacy of Iris’s weakest preconditions, now with thread-ids. O

The adequacy statement gives rise to the following corollary, stating that if one can prove a
weakest precondition statement for some expression e, then executing that expression does not
cause a data race.

CoROLLARY B.1. If wp e {®}, then executing the closed program e (with an initially empty heap
and stack, and with thread identifier ) cannot cause a data race.

Proor. Apply Theorem 3.1 followed by Theorem B.1. O

C TYPING RULES
Figures 10 and 11 contain all typing rules of DRFCaml.

D FRACTIONAL INVARIANTS

We use fractional invariants to model shared access to non-atomic references. Fractional invariants
are a variant of fractured borrows from RustBelt [18], but without the lifetime logic. As with
fractured borrows, fractional invariants grant concurrent and non-atomic access to some resource.
Crucially, if access to the invariant is shared, access to its contents might only be partial.

Fractional invariants use fractional resource tokens to get partial access to the resources in P.
Let Av q. P(v, q) be a predicate over some v of parameterized typed W — which we will refer to as a
view — and some fraction g, and let [FrTok : y : 0], denote the access token of name y, at fraction
q and view 0. We write Frinv’¥'Y (P) to denote a fractional invariant, under the namespace N and
with name y. The following lemma let’s us open the fractional invariant:

NT c & — Frinv™MY (P) = [FrTok : y 0]y g2k > P(v,q) * (> P(v,q) g=kg [FrTok:y:0],)

Here, Slsk &, denotes the so-called fancy update modality, which allows us to open invariants
included in the mask &;, and restricting further accesses to &,. Note however, that in the above
lemma, the mask does not change! Instead, the access token of fraction g is lost, and can only be
regained by relinquishing P(v, ¢), thus preventing P(v, q) from being extracted twice. In fact, it is
precisely because the mask does not change that the resources can be accessed non-atomically.
Note that if one owns the full fraction [FrTok : y : v],, the invariant behaves like a non-atomic,
cancellable invariant. Furthermore, full ownership enables the change of the view v as follows:

NT c & — Frinv™Y (P) « [FrTok : y : 0], kg > P(v, 1)#(Vo'. » P(v,1) g=kg [FrTok:y:o']))
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—  UNIT
Trr):1@m

T8 (imany,p) X1 @myf: (1 @m — 12 @my) @ (L many,u,p,c) Fe:r, @my

35

BooL
Trrb:B@m

I“,“(l,o,p),x TT@mite:T@mg

INT S VAR
'tz:Z@m Lx:t@mI'tx:7T@m

NoNRecLAM

TrAlxe: (m@mi —>2@m) @ (Lo,u,p,c)

RecLaMm

I“I—/llfx,e:(rl @m; > 1 @mz) @ (I, many, u, p,c)

Nrer:(n@my > 12@m2) @ms

Lre:11@m Trer: 1 @m ke :7@m

I+ kei(er) : 72 @ my

PP SEQ
L+ k (erse2) : T@my

rer:mm @m Dy,x:ti@miFe:17@mg

LeT

I+ rletx:=ejiney : 9 @ mo

lte:11@ (L many, u’,P/;C,)
I, x : 11 @ (local, many, aliased, p’,¢’) + e; : 72 @ (global, 0, u, p, c)
,x: 1 @ (Lmany,u’,p’,¢"),y: 72 @ (global,o,u,p,c) Fe3: 73 @ m

Borrow

I+ + I3 F borrowx :=e; fory:=ezines: 3@ m

T, “(global,o,portable) Fe:11 @m Nrer:mm@m Lrte:m@m

Fork PAr

T+ fork(e) : 1T @ my

Nirer:y X1 @my

i+ k(e e2) i X2 @m

Ié,y Ty @m,X:T1@mi ke T3 @ma

UNPAIR

I1 + Iz + unpair eg as (x,y) inez : 13 @ my
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Trinr(e):i+m2 @m

Nite:B@m
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UnOp
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unopTyped(®, 71, 2)

I

>
mp <

I
my
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Box UNBOX
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Trae):m@m

Sus
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Fig. 10. Typing Rules
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1716 NaALLOC
1717 T'te: 7@ (I, many,u, p,uncontended)
171s T + alloc!(e) : ref, (1) @ (L,o,u’,p,c)
1719
1720 NALoAD
1721 Tre:ref,(r) @ (Lo',u',p',c) ¢ # contended
1722 r-Me:.r@ (1,0, aliased, p, c)
1723
17:24 I ke :ref,(7) @ (I',0",u/, p’, uncontended)
1725 I, + e; : 7 @ (global, many, u, p, uncontended)
1726 NA NASTORE
1727 F1+r2|-61<— ezi]l@mz
1728
1720 ATtALLOC ATLOAD
I'+e: 7@ (global, many,u, portable, c) I'+e:atomic(t) @ m
1730
s T Falloc8 (¢ : atomic(z) @ (Lo, ', p, ) I'+'"Te: 7@ (1,0,aliased, p, contended)
1732
1733 I + ey : atomic(t) @ my I, + e; : 7 @ (global, many, u, portable, ¢)
) T ATSTORE
1734 4L e < ey: 1 @my
1735
1736 I} + e : atomic(r) @ my
1737 Lkre:7@m; I3+ es : 7 @ (global, many, u, portable, ¢) typeCmpSafe(t)
CMPXCHG
:2 I +I; + I3 - cmpXchg(er, ez, e3) : 7 X B @ (1, 0, aliased, p, contended)
0 .
e I + e; : atomic(t) @ m I, + e; : 7 @ (global, many, u, portable, ¢)
1741 XcHG
1742 I + I F xchg(ey, e2) : 7 @ (I, 0, aliased, p, uncontended)
1743
1744 Il F e; : atomic(Z) @ my Lte:Z @m; .
AA
1745 I+ + faa(eg, e0) : Z @ ms
1746
1747 . ) .
Fig. 11. Typing Rules for the Higher Order Store
1748
1749

1750 With fractional invariants in mind, we can now more precisely specify the type of e, and &:
1751 rather than tracking references directly, we track the set of fractional token names that are currently
1752 available, together with the portability mode of the associated reference. As such, e, and g, are
1753 sets of portability mode and token name pairs (p, y). Similarly, A will in part contain the fractional
1754 token names of temporarily owned references, together with an abstract notion of non-reference
1755 locals.

1756

1757 E LOGICAL RELATION

1758 Figures 12 and 13 (almost) contain the full definition of the logical relation. The full list of Core
1750 Conditions of the Logical Relation, i.e., the conditions on semantic types, is as follows:

1760

et Definition E.1 (Core Conditions of the Logical Relation).

ve () A28 = [t @) « [t o)
1763 (2) if m.I = global then [[7]&v5 (0) = [z]5peesret ()
1764
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1765 .
[ ]t : Value — iProp

1766
1767 [[]1]]:"3‘(0) 2 0=
1768 [B]=~(0v) 2 Jb.o=b
1769 [Z] =~ (v) 2 Jz.oo=1z
1770 [z + ]t (v) £ (Jo.v=inl(v)) * [y ]]Emut»ﬁw’A(vl)) %
7 (F0,. v = inr(vy) * [ ]| Epertee (U )
e [71 x 25" (0) 2 o000 = (01,02) * [ 53" (01) = [ Jet?
[o7e] " (o) £ [elim @
1774 e A, T
1775 [nn@m — @m]m™"() =
1776 v= /1 * Vﬂ- 8mut Sro A, q (Emuts ) j (Smuta 8ro) - A, jmlmp A — |:|m 0 Vl’l 01.
1777 (=l muc® (01) * L(m,n, e €00, A) % MEM(e], 40 €70, 9)) ~* 8[[Tz]]n”“,”.‘q'f;2 (0(v1))
1778 [[refp(r)]]f;,”“t sEronlh L Jdav=a*xp<mp=
1779 T m.c = contended
1780
1781 du(p, £) (filter(p, emut, €r0), 1) m.c = uncontended Aa=¢ A
1782 m.u = unique
1783
- 3y. (p,y) € emut * FrinvMeetY (¢g1(p, £)) m.c = uncontended A a=¢ A
1785 m.u = aliased A m.l = global
1786 Jy. (p,y) € emut UA = m.c = uncontended Aa =1 A
1787
s FrinvMes- 2 (¢g1(p, £)) m.u = aliased A m.I = local
1789 dy. (portable,y) € gt UA Ugg * m.c =shared Aa=¢ A
1790 FrinvMes-tY (g (portable, £)) * m.u = aliased
1791
1792 A y. N C A (p,y) € Ax m.c # contended A a = (7, n)
1793 FrinyMeg-(mn).y (¢s(A, p, 7, 1)) m.l = local
1794 [atomic()|Gms=t (o) £ Fe.v=¢x
1;: dat(f) m.u = unique
1797 dac(f) Nat m.u = aliased A m.l = global
1798 Pat(l) Nl dy. (portable,y) € A*  m.u = aliased A m.l = local
CInv b7 (Gae(£))
1800
w01 Where
A €mut»€ro,0
1802 ¢H(p’ £) = Alemuts o) q-Fo. £ =90 % [[T]] (gI:)bal many aliased,p, uncontended)(v)
A Emut»€ro,A
1222 ¢S(A; b, 7, n) = A(EmUU Sro) q- 30@ :0': e [[T]] (Iot:al many,aliased,p,uncontended) (U)
1805 ¢At(€) = Joloox IIT]] (global,many,aliased,portable,contended)(U)
filtery (€mut), 0 = portable
1806 fllter(p, Emut) A ( P( mut) ) p p
1807 (Emuts Ero) p = nonportable
1808
1807 Fig. 12. Value Relation
1810
1811
1812
1813
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1814
1815
1816
1817
1818
1819
1820
1821
1822
1823
1824
1825
1826
1827
1828
1829
1830
1831
1832
1833
1834
1835
1836
1837
1838
1839
1840
1841
1842
1843
1844
1845
1846
1847
1848
1849
1850
1851
1852
1853
1854
1855
1856
1857
1858
1859
1860
1861
1862
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&~z

€mut>€ro

iy n,q,,,;A : Expression — iProp

Elc]imusst (e)

L(”» n, Emuts €ro» A)
MEM(emut, Ero, q)

where

an" A e, n<n AN C AN Aemu C ey
" I]: ]] mutasl’l))
wp e 0. *L(mn,%wp&mAﬁ
* MEM(e], 4> Ero» 9)
x collectFrames(n, n’, m, A, A")

1>

T
= nx* K cp [FrTok : x.y : (€mut, €r0)]; * view resource based on x

(*<P Y) €emut 38;nut ell'o (Smut, Sro) .| (E:nut’ 8:,0)*
[FFTOk y: (Emut’ ro)] )*
*(P’Y)E€r0 B €mut 8ro Emut U &ro 2 emutero*

[FrTOk v: (Emut’ ro)]

II> 1>

collectFrames(n,n’, 1, A,A') = K cpp,) Ix. (x € A" xx ¢ AV [Frok: x.y : =];) =

(10)

([FrTok :xy: =]y, 2 m=, -)

Fig. 13. Expression Relation and Auxiliary Definitions

if m.p = portable and m.c = contended then

A’ 2 atomics(A) = [r]imttol (o) = [o]ireeol (o)

where atomics(A’) is an operation which extracts all those elements of A’ associated to
atomically accessible values.

(€ ) 3 (emun £r0) = [l (@) = [l (o)

where (g1, €r6) 2 (Emuts €r0) = €yt 2 Emut A Enpyr Y €1 2 E€ro

if m.p = portable and m.c = uncontended then

filter, (emut)filter, (e)o),A ) . . .
[t (0) ¢ [ 2] m lterp (emu).fltery (e, (v) where filter, is an operation which extracts all

those elements of ¢, and ¢, associated to portable references
if m.p = portable and m.c = contended then

[] i;lnut)ErOaA (v) = [ 7] iﬂut’E:O’A (v)

if ¢ < shared then

EmutsEros 0,emut Vero,A
[[ ]] (global,many,aliased,portable,c) (U) e |[ ]] (global,many,aliased, portable shared) (U)

if m.o = many and m.u = aliased then Persistent ([ r] ;o ol ()

The borrow condition, which is here omitted, states that validity can temporarily be turned
local and aliased by extending A

if m < m’ then - - - % [r]imie® (v) =k el r- Emut € €y ¥ * [T "‘“"E“” (v)

To help explain these conditions, we restate them in words:

(1)
(2)
(3)

4)

,Vol. 1,

The set of locals can always grow.

If the mode is global, validity does not depend on any locals.

If the mode is portable and contended, validity does not depend on non-atomic locals.
Here, atomics(A) is an operation which extracts all those elements of A associated to
atomically accessible values.

Enlarging the sets of accessible mutable and immutable references, or allowing mutable
access to previously immutable references, does not invalidate any existing values.

No. 1, Article . Publication date: October 2024.



1863
1864
1865
1866
1867
1868
1869
1870
1871
1872
1873
1874
1875
1876
1877
1878
1879
1880
1881
1882
1883
1884
1885
1886
1887
1888
1889
1890
1891
1892
1893
1894
1895
1896
1897
1898
1899
1900
1901
1902
1903
1904
1905
1906
1907
1908
1909
1910
1911
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(5)
(6)
(7)
(®)

©)
(10)

If the mode is portable and uncontended, validity does not depend on nonportable
references. Here, filter, is an operation which extracts all those elements of eyt associated
to portable references.

If the mode is portable and contended, validity does not depend on any references.

An uncontended mode can be turned shared by moving all mutable accessible references
to the immutable set of accessible references.

If the mode is many and aliased, validity is persistent, which means it can be freely
duplicated.

A condition used for turning unique values aliased, and then back to unique.

Validity is preserved across mode weakening. Here, we omit some of the auxiliary ghost
resources allocated by the lemma.

F CAPSULE API
The Capsule API is implemented as follows:

end

let
let
let
let

let

let

let
end

module Key = struct
type 'k t = unit
let create _ = ()

module Data = struct
type ('a, 'k) t = 'a

create f = Obj.magic (f ())

map key f v = (key, Obj.magic (f (Obj.magic v)))
extract key f v = (key, f (0bj.magic v))

both v w = Obj.magic (v, w)

map_shared key f v = Obj.magic (f (Obj.magic v))
extract_shared key f v = f (0Obj.magic v)
destroy key v = Obj.magic v
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